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Implementation Method of Trusted Monitor Program
Based on Smart Card

TU Guo-ging
(Computer School, Wuhan University, Wuhan 430079)

Abstract The security mechanism of smart card can not dissolve some problems such as tampering the data or code, DoS attacks and
re-programming. These problems are mainly caused by destruction of the card’s application circumstance, by confusion or simulation of the
operating sequence. By combinating of trusted computing technology and application of smart card, a method to verify the trustiness of the
circumstance and actions on the card is present. The implementation for the method is introduced by the development of a kind of chip operating

system on smart card, from which the trustworthiness of the financial card is enhanced effectively.
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