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Analysis of Network Connectivity for Attack Graph Construction

L1 Han, ZHANG Shao-jun, CHEN Xiu-zhen, CHEN Xiao-hua
(Information Security Engineering Institute, Shanghai Jiaotong University, Shanghai 200240)

Abstract This paper designs a network connectivity analysis algorithm according to the present techniques and the need of attack graph
construction system. By using connectivity analysis, network topology and firewall rule analysis can be performed offline, which determines the
connectivity between two hosts. It introduces a conception of Critical Entity Collection(CEC). An effective way of CEC detection is presented on the
basis of classic Apriori algorithm. Deep analysis and comparison show that CEC provides effective information for the assessment of the importance
of nodes in the network in the process of connectivity analysis.
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ascendMode(Q)

Q

(1) N (AllPassli]) ;
(2) For each Allpass[i]
(3) if isConnect(AllPass) true

if then

else continue;

4) else N-1 N-1

AllPass[j];

(5) For each AllPass][j]

(6) ascendMode;

descentMode(Q)
Q

(1) N (AllPass[n]) ;

(2) if isConnect(AllPass[n]) false

3) then ;

(4) else N N-1  AllPass
N-1AllPass[N-1]

(5) if isConnect(N-1AllPass]i]) false

(6) then AllPass[n] ;

(7)  else For each isConnect(N-1AllPass[i]) true

(8) descentMode;

N
N N-1
N
(DFS)
2
3.3
2
Apriori
( )
2
4
NCA
2

—117—



Router 3 (FW) 5
Router Fn Rn
1P0(61.4.3.134)
58) 2

1P4(202.120.101.

Lanra [z mmna| mices [@enes [@onet | weamen] o|ofw 2)e
FW1 Router]  Router3 ~FW2  Router5
& e 0e
1PO \. | 1
a Ej Routerd
Attacker ﬁ |
Router2 FW3
e —
2
TCP IPO 80
IP4 80
F1, F3, R2,R5
1
2
3 4

Tkt HE ) o )
EF0 | #iEofo =] Eemtaane <] ol
gk -] Emeaf =] EmPmtpezang. -] Emsopo

kil

X s
Azt | #zjn =] EPe s | Aok
EEEL -] Emsoje -] EmPewEnz . -] Emmok

4 F1, F3,R2,R5

o 1
(2) 2 F1,F2,F3,R3,R4,R5

(3) 3 F2, R1, R2, R3, R4

—118—

(4) 4 F2,F3,R4
4
(1) 1 {F1, F2, R1, R3, R5}, {F1, R2, F3, R5}
(2) 2 {F1, F2,R3, R5}, {F1, R2, R5}
(3) 3 {F2,R1, R3}, {R2}
(4) 4 {F2}, {F3}
(R4)
5
40
35 ‘\
30
A 25
o
. \.\ Y.
5 e
° 1 2 3 4
5 2
6
20
15
10
5
0
6
2
5
Apriori

[1] Ritchey R, Ammann P. Using Model Checking to Analyze Network
Vulnerabilities[C]//Proc. of IEEE Symposium on Security and
Privacy. Oakland, California, USA: [s. n.], 2000.

[2] Ritchey R, O’Berry B, Noel S. Representing TCP/IP Connectivity
for Topological Analysis of Network Security[C]//Proc. of the 18th
Annual Computer Security Applications Conference. Las Vegas,
Nevada, USA: [s. n.], 2002.

[3] Jajodia S, Noel S, O’Berry B. Topological Analysis of Network
Attack Vulnerability[C]//Proc. of ASIACCS’07. Singapore: [s. n.],
2007.

[4] Mayer A, Wool A, Elisha Z. Fang: A Firewall Analysis Engine[C]//
Proc. of IEEE Symposium on Security and Privacy. Berkeley,
California, USA: [s. n.], 2000.

[5] Han Jiawei, Kamber M. : [M]. ,

: , 2001.



