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Research and Implementation of Randomness Tests

SHI Guo-dong, KANG Fei, GU Hai-wen

(School of Information Engineering, PLA Information Engineering University, Zhengzhou 450002)

Abstract The principles of statistics about randomness tests are introduced. Sixteen common randomness tests are provided, as well as the
processing flow of randomness tests towards cryptography. The layout methods of tests ID are discussed. These methods are used to test the standard
of NESSIE——Camellia algorithm. Experimental results show high randomness on the cipher generated by reduced-Camellia at least three-round.
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class RandTest
{private:
byte *m_pdata; 1l
int m_dataLen; 1
tchar *m_errorMessage; //
tchar  *m_testName; i
public: 1
RandTest();
RandTest(byte *a, int dataLen);
~RandTest();
bool FrequencyTest();
bool BlockFrequencyTest( );
bool Runs();
bool LongestRunOfOnes( );
bool Rank();
bool DiscreteFourierTransform();
bool NonOverlappingTemplateMatchings( );
bool OverlappingTemplateMatchings( );
bool  Universal();
bool LempelZivCompression( );
bool CommonLempelZivCompression( );
bool LinearComplexity();
bool  Serial();
bool ApproximateEntropy();
bool CumulativeSums();
bool RandomExcursions();
bool RandomExcursionsVariant( );
tchar  *GetMessageFromError( );};
struct testRandRes
{dword NamelD:8;// 8 bit NamelD
dword TestlD:24;// 24  bit TestID
bool Res; 1 “1mo0”
double pValue; /I pValue
double confidence; // }
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15 124 118 61
2.5 68 72 124
3.5 6 13 162
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