H3vE F23H it ® NI E 2009 £ 12 A
Vol.35 No.23 Computer Engineering December 2009
s BEFK - XEHES: 1000—3428(2009)23—0130—03  SCARFIRTD: A HES S TP300

ER

RC4 7% H 5  4k Office A& 2447
A3
(B TRV SR a2 5 TARE0E, T 510641)

W B AREAEKE T SOR OpenOffice SURY Tk wvWare SEBAE5S8 2 A FF IR B, X RCA %1% R AL 4K Office 51 M5BT /047
Ay Office 97~2003 ArERIAME FI Y 40 bit N i RNEA %4, BiL 45 A Rainbow FH- M ik, WIS . Ewts, BECRHA
BRiARg “Office 97/2000 #eZ8” 40 bit IN%E, Wik E 24 “Microsoft Enhanced Cryptographic Provider” 128 bit finsz, ok {8 i E 454k 4
HEAT =00, IATE— 4 2 2k

Rt : RCAWMERS; BUHHMGE; Mgk Office; X% 4

Analysis of RC4 Stream Cipher and
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[Abstract] According to the open information from the Microsoft official documents, the OpenOffice documents and the wvWare project, this
paper studies the RC4 stream cipher and its implementation in the Office 97~2003. The analysis discovers that the default 40 bit encryption method
used by Office 97-2003 is very weak and insecure. Coupling rainbow precomputation attack, the encryption can be broken in 1 min~2 min. This
paper suggests users do not rely on the default 40 bit “Office 97/2000 Compatible” encryption to protect your confidential information. On the
contrary, the 128 bit “Microsoft Enhanced Cryptographic Provider” is preferred. It also recommends that users adopt the stronger encryption

algorithm provided by compression softwares better when better security is necessary.
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