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Abstract The authentication system based on IEEE802.1x protocol has more advantages in LAN access, but it still has some problems and flaws
based on the practice of network management. This paper gives a brief introduction to authentication architecture of the 802.1x protocol, the whole
work theory, authentication mechanism and process of the system based on 802.1x and RADIUS protocol is discussed. An amelioration of the
authentication system is presented. As a new element, the network flux is added to participate in its authentication. The project has advantages of
automatic authentication and high efficiency in control.

Key words authentication; 802.1x protocol; RADIUS protocol

802.1x™  RADIUS? (3) (authentication server system)
RADIUS
[3]
HUB 3 1
802.1x

PAE LAN
802.1x Az

1 802.1x
1 802.1x

1.1 802.1x 1.2 802.1x
IEEE802.1x 3 802.1x “e i
(1) (supplicant system) EAPH 802.1x
802.1x 802.1x EAP
802.1x EAPOL(EAP over LAN)

(2) (authentication system)

802.1x NAS(Network Access EAP RADIUS
Server)  Cisco 3com EAP EAP RADIUS

802.1x

EAP (1970 )

2008-05-10 E-mail cbyu@tsmc.edu.cn

—117—



1

NAS | | RADIUS

EAPOL -start

»
»

EAP-Request/Identity

A

EAP-Response/ldentity

>
»
EAP-Request/MD5
Challenge

-
EAP-Response/MD5 Challenge
Challenge Password

<

»

EAP-Success/Failure

A

4

EAP-Request/Identity

A

EAP-Response/ldentity

»
»

EAP-Success/Failure

A

<

2 802.1x
1.3 802.1x
131 802.1x
IEEE 802.1x
[5]
1.3.2 802.1x
802.1x  RADIUS
VLAN
HUB
VLAN ID NAS
2
2.1
2.2 802.1x
802.1x
3
@

—118—

— EAP Date
EAP PCin
PCOut
RADIUS Access-Request
EAP-Request/Identity 3
RADIUS Access-Challenge 1Byte) 1Byte 2Byte DATA
EAP-Request/MD5 Challenge Code [Identifier] Length | Identity [ IP+MAC PCIn+PCOut| g
RADIUS Access-Request
Challenge Password 3 EAP-Response
RADIUS Access-accept/Reject 2) NAS
EAP-Success/Failure — NAS NAS
. 15 s
3 min~5 min
RADIUS Access-Request (3) RADIUS
RADIUS Access-accept/Reject RADIUS RADIUS
EAP-Success/Failure || 2 PCIn PCOUt
PCIn0, PCOut0, PCIn, PCOut 4
(PCIn-PCIn0)+(PCOut-PCOULO)
LIUl RADIUS 4
lNAS
g 1812 |§
Idetifier
MD5-Challenge
23  cc v
EAP-Request Challenged
MDS5-Challenge PCIn PCOut Password
PCIn PCOut
PCIn
PCOut
PCOULO v
RADIUS Access RADIUS Access
MAC IP Accept Reject
| NAS NAS |_
L ]
4 RADIUS
RADIUS NAS
EAP-Request/MD5-Challenge  RADIUS Access-Challenge
PCln, PCOut
PCIn0 PCOut0
RADIUS
PCIn PCOut
NAS PCIn PCOut
2 LIU1=(PCIn-PCIn0)+(PCOut-PCOUt0)
NAS
Acct-Input-Octets  Acct-Ootput-Octets NAS

LIu2

(Acct-Ootput-Octets)
LIU2 LIVl

LIU2=(Acct-Input-Octets)+



2 000 Byte LIU2-LIU1=2 000 Byte PCOut (4) RADIUS NAS
LIU2-LIU1=2 000 Byte RADIUS LIU2-L1U1
/ RADIUS Access-
NAS Accept/Reject NAS
NAS NAS
2.3
5 3
802.1x
PCln, NAS RADIUS
PCOut PCIn0, PCOuto 3 802.1X RADIUS
:I | (NAS) | | RADIUS HUB RADIUS
EAPOL -start — NAS
EAP-Request/Identity g
EAP-Response/Identity RAIEDAL;-SRtngZZi/—IE:z:f;t NAS
e o PCIn_PCOut
) EAP-Response/MD5 Challenge ) RADIUS Access-Request
Challenge Password Challenge Password
e D sers il
— — [1] IEEE Std802.1D-1998 IEEE Standard for Local and Metropolitian
QAP Reauesidentty |:| ] Area Netwoks: Port-based Network Access Control[S]. 2001-06.
(2)EAP-Response/Identity (3)RADIUS Access-Request [2] Rigner C, Willens S, Rubens A, et al. Remote Authentication Dial in
PCIn_pcOut © g User Service (RADIUS)[S]. RFC 2865, 2000-06.
Oere o | O s e o o
<« < [ , 2006, 13(11): 94-96.
[4] Blunk L, Vollbrecht J. PPP Extensible Authentication Protocol
5 (EAP)[S]. RFC 2284, 1998-03.
2 NAS [5] , . 802-.1x [41.
NAS PCIn, , 2004, 30(10): 119-121.
116
LONG _StunSendRequest(STUN_INSTANCE *plnst)
I STUN *l [1] Rosenberg J, Schulzrinne H, Camarillo G. SIP: Session Initiation
LONG _StunInstanceGetPublicBinding Protocol[S]. IETF RFC 3261. 2002-06.
(H_PROTOCOL_INSTANCE hStunlnstance, DIWORD
*pdwPubliclp,WORD *pwPublicPort) [l ' ' - SIP NAT 1
/* 1P %/ , 2006, 1(2): 195-196
5 [3] , , . SIP [M].
, 2005.
S|P NAT STUN NAT [4] Rosenberg J, Weinberger J, Huitema C, et al. STUN-simple
NAT NAT Traversal of User Datagram Protocal(UDP) Through Network
SIP Address Translators(NATS)[S]. IETF RFC 3489. 2003-03.
NAT [5] Takeda Y. Symmetric NAT Traversal Using STUN[Z]. [2007-01-05].
NAT http://www.cs.cornell.edu/projects/stunt/draft-takeda-symmetric-nat
-traversal-00.txt.
STUN QoS [6] ) , SIp NAT [1.

, 2005, 31(2): 119-121.

—119—



