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Hardware-based AES Algorithm

ZHANG Jiu-hua, HU Lian-min
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Abstract This paper analyzes the basic principle of the AES algorithm, and presents a hardware implementation structure based on FPGA. The
principle description and hardware implementation structure of data encryption modules and key expansion modules are presented. In the structure,
the core computing module reuse design idea is joined which can reduce the use of chip resources without impacting system efficiency. The
chip-level test of the system shows the system processing speed can reach 405 Mb/s based on the clock frequency of 38 MHz.
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