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Research and Design of Policy Deployment Model for P2DR Model
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Abstract This paper analyzes the insufficiency of dynamic adaptation network security model P2DR, and asserts some improved proposal for
P2DR. A policy deployment model is designed on the insufficiency of policy for P2DR model. Deployment model provides the policy uniform
defines, automatic distribution, self-adaptive management functions and so on. The security event coordination analysis is introduced in the
deployment model. The model shares the security information between devices in order to realize cooperation of security policies, and achieves the
goal of reposing security incident in time. The significance of deployment model is really realizing the dynamic and adaptive of P2DR model, and it
makes the core effect of policy realized.
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Inst oblig /SMPolices/signatureBasedAlert {

on  WebAttack(attackSignature, confidence);

subject IPMA/SM;

target t=/PMA/DM;

do  treConfigureDM(DecRules)->

t.getContext(attackSignature);

when confidence <MIN_CONFIDENCE;}

Inst oblig /SMPolices/signatureBasedAlertRe {

on  WebAttack(attackSignature, confidence);

subject IPMA/SM;

do getRisk(attackSignature)->

alert(attackSignature)->

generateEvent(AlertRespond,attackSignatue)->generateEvent
(reConfigFW,attackSignature);

when confidence >MIN_CONFIDENCE;}

Inst oblig /SMPolices/signatureBasedAlert SR{

on AlertRespond(attackSignature);
subject /IPMA/RM,;
target t=/PMA/SEVER

do t.CloseConnection(attackSignature); }
Inst oblig /SMPolices/signatureBasedAlertFW

{on reConfigFW (attackSignature);

subject IPMA/PM;

target t=/PMA/FW;

do t.deny(attackSignature);}
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