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Cryptogram Algorithm Recognition Technology
Based on Bayes Decision-making

L1 Ji-zhong, JIANG Lie-hui, YIN Qing, L1U Tie-ming, GUO Jia
(Institute of Information Engineering, PLA Information Engineering University, Zhengzhou 450002)

Abstract Recognizing cryptogram algorithm from executable codes plays an important significance in checking malicious codes and protecting
computer system. This paper brings forward the concept of assemble cryptogram algorithm characteristic-measurement based on analyzing a lot of
assemble cryptogram algorithms, and using seven-dimension characteristic vector to describe it, then constructs a cryptogram algorithm recognition
model based on Bayes decision-making. The testing shows that this model is scalable and exact.
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0040135A mov ecx, ebx
0040135C not eax
0040135E and eax, [ebp+var_8]
00401361 and ecx, edi
00401363 mov edx, edi
00401365 or eax, ecx
00401367 mov ecx, [ebptarg 0]
0040136A add eax, [ebp+var 48]
0040136D lea ecx, [ecx+teax-28955B88h]
00401374 rol ecx,’
00401377 mov eax, ecx
00401379 add eax, edi
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Windows 2000
Pentium4 512 MB 2
2
/B /s
/s
MD5calculator.exe 32 768 64 1.281 1.250 SUB_40132A
keygen.exe 36 864 74 1.297  1.266 SUB_4012B0
bfkeygen.exe 69 632 85 1.921  1.214 SUB_401130
msconfig.exe 151 552 294 6.023 1326
SUB_40B1F2
Unacev2.dll 75264 457 9.024  1.057 SUB_40B49D
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