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Abstract GEAR is a location-based energy-aware geographically-informed routing protocol. To solve the problem that it is incapable of
defending against bogus routing information, sybil and selective forwarding attacks, this paper presents a location pairwise keys bootstrap scheme
based on secure geographical and energy aware routing protocol that exploits deployment knowledge. It analyzes the security performance of the
SGEAR protocol and proves that it has good capability of connectivity and resilience against node capture.

Key words Wireless Sensor Network(WSN); security; GEAR protocol

1
(Wireless Sensor Networks, WSN)
hole
WSN 2
1] flooding
(1]
GEAR? GEAR
HELLO flood
GEAR
< i 3 SGEAR
3.1
(3]
GEAR
pdfs
pdfs
Eschenauer B E-G )

2 GEAR

GEAR Gij K
(estimated cost) (learned cost) oY) a=0.9))

Sink
(55470130-3)
““9857~
(1982 )

GEAR 2 1 2007-12-11 E-mail zhoussneu@hotmail.com

—136—



. oxexi vy 21/202
ka’J(x,y keGi,j)=72n102e (o) T+ (y=ypifize” f(x—xi,y—yj)
(1
3.2 SGEAR
3.2.1
( [S1) (
[Sc)
alScl
b Sc (ab
0<ab<025 4a+db=1)
8
(1) Si) s | Sc| s
2) Sy Sy a|sc|
S w=(l-ax| | w S
(3) s (i=2300t,[=1200) S
Sij1 a|Sc| Sicijo1 Sicpje
b|Sc| S w
(I1-(a+b))-Sc|, j=1
w = 4 (1-2(a+b))-Sc|, 2= j=n-1
(I-(2a+b))-|Sc|, j=n
S [S]
| Sc |
a|sc b|Sc|
s
[S|
_ IS
| Sel= tn—(2tn—t—n)a-2(tn—t—n+1)b @
3.2.2
GEAR
[4]
G
1V
G(V,E) 2 i
(1 (I (2) i
u
@y, Jy) &y u
v
F=A{u, (s eyt I 3)
| u ID k
u v k
f (x.ykeGi, j) v

u u
323
Sink
Sink
Sink
324
GEAR
UTESLA
[5]
4
NS2
NS2 Ad
hoc GEAR
Directed Diffusion filter NS2
NS2
4.1
M.n;
Amj.nj) , BN j) B Amng) noon
B(ni,nj) n; nj
Piocal 2
Plocal = Pr(B(M;:n ) |AM.N}) 4)
Pr(B(ni,nj )andA(ni,nj))
Plocal = Pr(B(ni’nj ) A(ni’nj ) = Pr(A(n;.nj)) (5)
Oex -y
1 20'2
Pr(B(n;,n)and A(n;,n 1)) = —-e - dxdy
] " 211:0'2
(6)
Pr(A(N; . }) = j)i(:oj;f:o.z X Pr(nj egroupj) Pr(nj groupi)
je¥iey

-fR(de | ”j e groupj)-g(d iz | nj e groupj)dxdy
(7

50 E-G D
0.029 0.383

—137—



Lo T T T T T T T
09 F — E-G -7 B
0.8 e T
07 [ ;7 T
06 [ , §
0.5 / 7
04 / 7
03[
02

0.1[
0.0

1 1 1 1 1 L 1

0 20 40 60 80 100 120 140 160 180

4.2

m x
1——
1P S|

050 T T T T—T—T— 17—
0.45T .
040 T .
035 T >
030 T .
025 T .
0207 .
0.15¢ -
0.10t h
0.05 -

000 1 1 1 1 1 1 1 1
0 20 40 60 80 100 120 140 160 180

P=0.33

[1] Chaum D. Blind Signatures for Untraceable Payments[EB/OL].
(2000-06-25). http://citeseer.ist.psu.edu/cotext/2064/0.html.

[2] Shamir A. Identity-based Cryptosystems and Signature Schemes[C]//
Proceedings of CRYPTO84 on Advances in Cryptology. New York,
USA: Springer Verlag, 1985.

[3] Boneh D, Franklin M K. Identity Based Encryption from the Weil
Pairing[J]. SIAM Journal on Computing, 2003, 32(3): 586-615.

[4] Mihir B, Chanathip N, Neven G. Security Proofs for Identity-based
Identification and Signature Schemes[C]//Proc. of the Eurocrypt

—138—

X
| Sc|
m | S|=100000 p=033
m = 200 m =46 m
5
GEAR
SGEAR
SGEAR

[6]

[1] Akkaya K, Younis M. A Survey on Routing Protocols for Wireless
Sensor Networks[J]. Ad Hoc Networks, 2005, 3(3): 325-349.

[2] Yu Yan, Estrin D, Govindan R. Geographical and Energy-aware
Routing: A Recursive Data Dissemination Protocol for Wireless
Sensor Networks[R]. Los Angeles, USA: Computer Science Dept.,
UCLA, Technical Report: UCLA-CSD TR-01-0023, 2001-05.

[3] Eschenauer L, Gligor V. A Key Management Scheme for Distributed
Sensor Networks[C]//Proc. of the 9th ACM Conf. on Computer and
Communications Security. New York, USA: [s. n.], 2002.

[4] Du Wenliang, Deng Jing. A Key Management Scheme for Wireless
Sensor Networks Using Deployment Knowledge[C]//Proc. of the
IEEE INFOCOM’04. Piscataway, USA: [s. n.], 2004.

[5] Perrig A, Szewczyk R, Wen V, et al. Spins: Security Protocols for
Sensor Networks[J]. ACM Wireless Network, 2002, 8(5): 521-534.

[6] Nasser N, Chen Yunfeng. Secure Multipath Routing Protocol for
Wireless Sensor Networks[C]//Proceedings of International Confe-
rence on Distributed Computing Systems Workshops. Toronto,
Ontario, Canada: [s. n.], 2007.

2004. Berlin, Germany: Springer Verlag, 2004.

[5] Vo D L, Zhang Fangguo, Kim K. A New Threshold Blind Signature
Scheme form Pairings[C]//Proc. of the 2003 Symposium on
Cryptography and Information Security. Tokyo, Japan: [s. n.], 2003.

[6] Liang Xiaohui, Cao Zhenfu, Chai Zhenchuan, et al. ID-based
Threshold Blind Signature Scheme from Bilinear Pair[Z]. 2006.

[7] Cheng Xiaoguo, Xu Weidong, Wang Xinmei. A Threshold Blind
Signature from Weil Pairing on Elliptic Curves[J]. Journal of

Electronics, 2006, 23(1): 76-80.



