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Metamorphic Malware Detection Based on Normalization

JIN Ran, WEI Qiang, WANG Qing-xian

(Information Engineering Institute, Information Engineering University, Zhengzhou 450002)

Abstract Much of unknown malware comes from transformed known malware. This paper proposes a complete normalization scheme to resolve

the common transforming methods, including identical instructions substitution, garbage code insertion and code reordering. It implements a

prototype system and a test to the system is conducted using Win32.Evol, a typical metamorphic virus. It makes a useful attempt to adopt

normalization to detect metamorphic malware.
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( ) 1(1)  Win32.Evol
movsd
2
1(2) callLn
1(3) call eax

3) jmp
1(3)
jmp 1(4)
mov esi,eax
mov esi,eax l?ulslh cax
push eax call Ln
call Ln push eax
movsd mov eax,[esi]
add esi,1
Ln: mov [edi], eax
" add edi,1
1) pop eax
mov esi,eax Ln:
jmp L1
[3] L3:mov eax,[esi] 2) |
jmp L4
L1:push eax
mov eax,FO06015Ah mov esi,eax
jmp L2 push eax
L4: i,1
TRS add esi, mov eax,F006015Ah
mov [edi],eax call Ln
jmp L5 push eax
L2:call Ln mov eax, [esi]
push eax add esi,1
jmp L3 mov [edi], eax
L5:add edi,1 add edi, 1
3 pop eax pop eax
Ln: Ln:
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C1,C2, , Cn

mov eax, imm

M mov ebx, imm 2
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movsd 3(1)
movsd
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( eb xx) [-128, D
1:sub esp,4
127] ( 2:mov [esp],cax
€9 XX XX XX XX) 3:mov eax,[esi] ©), ©)
cc: Label”” 4:mov [edi],eax
Jmp Labe 5:add esi,4
4.2 6:mov eax,[esp] 0 0 o
' 7:add di,4
4.2.1 8:add esp,4 © @
x86 2 (1)

mov eax, ebx  add edx, ecx
XOr eax, eax
mov eax, 0 sub eax, eax (2)

movsd  call label

movsd
eax
mov eax, 0 XOr eax,
eax  sub eax, eax mov eax, 0
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imm, label  var

—170—

M ()
N 7

1:sub esp,4
2:mov [esp],eax
3:mov eax,[esi]
5:add esi,4
4:mov [edi],eax
7:add edi,4
6:mov eax,[esp]
8:add esp,4
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3(1) mov eax, [esi] add esi,4
mov [edi], eax  add esi,4
G=<V,BE>,V
E Vi—Vj i J
j P
G P
P i vi G
G P 2)
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3(1)
P
1) add mov
(2) P
3 2
2
4.3
Win32.Evol
41) LI eax L2
cax Ll
eax L4 push 4
L5 cax
L6 L9
L8 mov edi, eax
L9 ebx L7
L6 L9 ebx
L9
4(2)
L1:mov eax,FO06015Ah
L2:call Ln
L3:mov eax,4
L4:push eax Ll:call Ln
L5:call Lm
|£|> L2:push 4
L6:push ebx L3:call Lm
L7:mov ebx,eax
L8:mov edi,ebx L4:mov edi,eax
L9:pop ebx
0 @
4
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1(4) CFG
CFG jmp
CFG
CFG
jmp
jmp
CFG
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Win32.Evol
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1 2
3 5
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1
/ms
598 914 — 1293
! 915 914 0 1921
2 1114 920 6 2447
3 1354 929 15 3015
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