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Bit-stream Based Iris Features Data Hidden Method

YE Xue-yi

(Lab of Pattern Recognition & Information Security, School of Communications Engineering, Hangzhou Dianzi University, Hangzhou 310018)

Abstract Attacks pointing to biometric data are the basic menace of biometrics self-security. For improving the security of iris features data, this
paper proposes a bit stream based data hidden approach by embedding iris features data into a face image which is applicable to the dominant
method of present iris recognition technologies. While having the high computation efficiency and the zero-decoding-errorrate, the method
embedding a key biometric feature into another biometric feature for transmission in a biometrics security net can deceive attackers better, and also
is not repressive to the excellent performance of the iris recognition. Experiments show that the data hidden approach can effectively protect iris
features data and enhance the iris recognition system self-security.
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