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Solution of Security E-mail Based on SSL
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Abstract After some security E-mail protocols being analyzed, the security of E-mail body is only researched, but not E-mail header. E-mail

header also needs to keep secret sometimes. The secure socket layer is studied, and a solution is put forward to, which is based on the SSL protocol.

For the solution, the security of E-mail body is enhanced, and the E-mail header is protected.
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if hostY = hostA then
event endBparam(hostB)
event endBfull(NY, hostY, hostB, pkA, Nb)
out(c, sencrypt(secretB, k)

process ( Sys)
new skA; let pkA = pk(skA) in
out(c, pkA)

new skB; let pkB = pk(skB) in
let hostA = host(pkA) in
out(c, hostA)
let hostB = host(pkB) in
out(c, hostB)
(('processA) | (!processB))
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