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Abstract Role-based access control (RBAC) is a useful policy for simplifying access control on enterprise information system. Recently, rule

concept is used to support role assignment automatically. By introducing the concept of function control sets and combining the virtue of role and

rule, this paper proposes a new security access control scheme suitable for large organizations, which can enhance the flexibility and security on

object permission assignment, assign role for user automatically based on user attributes.

Key words Access control; Role; Rule; Function control sets

(Discretionary Access Control
DAC) (Mandatory Access Control MAC)
(Role-based Access Control

RBAC)
DAC
MAC
MAC
DAC MAC
(RBAC) David Ferraiolo Richard
Kuhn 1992 2 RBAC96
3] NIST 1 Web
user-pull server-pull
3]
(1) ID

—120—

@)

®)

RBAC

(1]

RBP-ERBAC Rule-based Provisioning of Extended RBAC
RBAC -

(1980 )

2006-09-07 E-mail lenelee@hnu.cn



RBAC

RBAC96 RBP-ERBAC (2)
RBAC
1)
¥ 9 (3)
2)
RBAC
3) RBAC
“c - RBAC
2
(2) - p
- read write execute create delete
- edit A
- If-Then
LHS( ) RHS LHS
RHS LHS
RHS u
u RHS rule,
ae =, (1)
ae; rg
URAuth ={(u,r) | (3rule )[u  ae, Ar < RHS(ae )]} (2)
(u, r) e URAuth u r
- ) ) )
RBAC
2.2
2.2.1
RBAC {A, B, C,D}
RBAC
A C B,D
RBAC
RBAC 2.2.2
1) [6]
(1)

—121—



@)

RBAC RBAC
RBAC96 NIST
(-4 [7]
RBAC
Internet
ae, = i, (©)
aey
I
2.2.3
RBP-ERBAC
““>7 rule; rule;
rule, > rule; < (ae, — ae,) 4)
ag; ae rule; rulej LHS
ae ae; rule, ri
rule; r L ri
Ti
IRH -
GRH
RBAC96 RBP-ERBAC
GRH
(1, 24, 1,) = authorized _ functions(r,) < )
authorized _ functions(r,)
ZGRH
IRH GRH
Web
IRH
GRH RBP-ERBAC

—122—

3 sever-pull
server-pull

=

User

i

Client
(Browser)

Role
Server

Enterprise
Database

3.1 UserAttribute abstract{

User
Attributes

3.2 User Attributes
input

3.3 ““Static” UserRole Assignmext  Engine

3 sever-pull RBP-ERBAC
Web
Web -
Web
3.2
RBP-ERBAC RBAC RBRBAC
1
RBP-ERBAC

RBP-ERBAC

Function
Server

2.1 Function
Assignment

/Revoke

1.1 Rule design/ modifij<
- ———

Security
Administrator

RBP-RBAC

125



