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An Improved Scheme of PMI Attribute Certificate Revocation

ZHAO Ming, LIU Jia

(Information Engineer Institute, Information Engineer University of PLA, Zhengzhou 450002)

Abstract In the system of privilege management infrastructure (PMI), the maintenance of attribute certificate is very important. Especially in the
application environment where users’ roles are relatively fixed, unreasonable certificate revocation management will bring enormous operations or
burden onto network transmission. And the release of certificate revocation list is founded by attribute authority (AA) and handed to a public
directory to release. Because public directory cannot be ensured safe or credible, it cannot be supposed that the institution is credible in the release of
revocation list. So the sign of AA is needed to ensure the authenticity of certificate revocation list. This paper puts forward a maintenance scheme of
certificate revocation list, which solves the above problems. The validity, security and capability of this scheme are analyzed.
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