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Design and Implementation of Secure Authenticated
Protocol Based on TNC

YAN Fei, REN Jiangchun, DAI Kui, WANG Zhiying
(School of Computer Science, National University of Defense Technology, Changsha 410073)

Abstract Network security is based on secure protocols. Secure protocols in existence have offered a favorable protection for servers and
network, but there’s no protection for endpoint. A TNC (trusted network connection) based authenticated protocol, which focus on endpoint integrity,
is proposed. The secure protocol, which integrates endpoint integrity measurement and PKI (public key infrastructure) under trusted computing
environment, can assure the trustworthiness of endpoint.
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