$£33% F1H it M T 2007 4 6 H
Vol.33 No.12 Computer Engineering June 2007

s ZEHAK - WEHS: 1000—3428(2007)12—0166—03  CHRARIRED: A HESHES: TP393

Linux

( 100043)

Linux MySQL
MySQL

Design and Implementation of Dynamic Webpage Protection System
Based on Linux Platform
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(National Computer Network Intrusion Protection Center, Graduate School of Chinese Academy of Sciences, Beijing 100043)

Abstract A dynamic Webpage protection system based on MySQL is designed and implemented. Both the Webpage files and the databases can
be monitored and protected effectively, and the mechanism of different-machine backup makes sure that they can be restored in real time once they
are juggled illegally. So the system can be applied to ensure the security of dynamic websites.
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system(“rm —rf mysql_path/data/mysql”);
3)

system(“cp —R backup_path/mysql /usr/local/mysql/data/mysql™);
4)

system(“service mysgl.service restart”);

(2)MySQL
mysqldump
-T path
or -tab = path 1) DDL
2) DDL table_name.sql,

table_name.txt
mysqlimport
table_name.txt

mysqlimport
table_name.sqgl
mysgldump  mysqlimport
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Linux
MySQL mysqldump Linux
cron PHP
)
auto_backup.

cron

0 1 * * 6 /usr/local/mysqgl/bin/mysgldump -uusername -ppassword
--add-drop-table —opt | mysqgl —h backup_host —uname —ppass db_name
(2) auto_backup.cron

chmod(“auto_backup.cron”,600);
auto_backup.cron

3) auto_backup.cron
crontab
system(“crontab auto_backup.cron”)
2.4 Web
(1) apache mod-security
SQL
2) PHP safe_mode = On
PHP PHP
chroot jail
(3) mysqld /
shell
MySQL  root
MySQL  nobody

(4) LAMP(Linux+Apache+MySQL+PHP)
chroot jail
3
31
Web

[l rootZlocalhost:/webpiciest

IHE HEE TEY SROD HNG B
[root@localhost ctest]f#f vi test2 Bl
[root@localhost ctest]d the origin file been changed.
origin file M¥$:

d4

now file M5:

0

Connected to 127.0.0.1 (127.0.0.1).

220 (vsFTPd 1.1.3)

331 Please specify the password.

230 Login successful. Have fun.

250 Directory successfully changed.

local: /webp/ctest/test2 renote: webp/ctest/test2

227 Entering Passive Mbde (127,0,0,1,206,251)

150 Cpening ASCII node data connection for webp/ctestftest2 (15 bytes).
226 File send (K.
16 bytes received in |9.7e*05 secs (1.6e+02 Kbytesa'sec)| '
221 Goodbye .
the file /webp/ctest/test2 has been f

: I

the event writen log file :/webp/webprotect.log 7

[root@localhost ctestld [] [+]
4



