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Design of Security Model of iISCSI-SAN Based on ECC
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Abstract iSCSI-SAN with out-band storage virtualization has some security hidden dangers: one is the storage resource exposed at IP network,
which is vulnerable to forgery attack. The other one is the storage data transmitted on IP network, which faces the security threat of network sniffer.
Based on ECC, a security model suited to above-mentioned network storage structure is designed, which provides two-side authentication to prevent

forgery attack and encryption mechanism to ensure the security of storage data transmission. Consequently, the security of storage system is
enhanced.
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