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Analysis of Buffer Overflow in Binary Files

YE Yongqing, LI Hui, ZHENG Yanfei, HONG Xuan, ZHENG Dong
(Lab of Cryptography & Information Security, Shanghai Jiaotong University, Shanghai 200030)

Abstract With Internet goes further, people pay more and more attention to computer security problems. And among them, the number of buffer
overflow attacks is growing by year. This article begins with the theory of buffer overflow attacks, describes a method and a tool using static analysis
and dynamic analysis to detect buffer overflow in binary files, compares and analyses the result of running this tool and traditional buffer overflow
detect tool and indicates the defects of the tool and how to improve it.
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3) char s[n]; noo < alloc(s)
2 strlen(s); len(s) -1
strepy(dst, src); len(src) < len(dst)
strncpy(dst, scr, n); min(len(src), n) < len(dst)
main (FDG) s = “foo0”; 4 < len(s),4 < alloc(s)
c p = malloc(n); n < alloc(p)
strcat(s, suffix); len(s) + len(suffix) -1 < len(s)
p = getenv(...); [1, o] < len(p), [1, o] < alloc(p),
gets(s); [1, o] < len(s)
jmp sprintf(dst, “%s” src); len(src) < len(dst)
(CDG) p[n] = 10’; min(len(p), n+1) < len(p)
n
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