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Efficient Rule-matching Algorithms on Snort
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Abstract This paper systematically analyzes the rule matching algorithm of Snort, an open source-code NIDS. In order to increase effectively the
rule matching speed, an approach of parameter-list-driven is proposed for the conditional checking subroutine during rule matching. The means can
avoid repeatedly invoking the checking subroutines, can utilize relationship between parameters, and can significantly reduce invalid rules in the
running time. Finally, two experiments are done for evaluating the efficiency of it. The result shows the approach can greatly improve the detecting
performance of Snort.
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3 Snort

icmp.rules 2
1 alert icmp $EXTERNAL_NET any -> $HOME_NET any
(msg:"ICMP  L3retriever  Ping";icode:0;itype:8;content:"ABCDEFG
HIJKLMNOPQRSTUVWABCDEFGHI";depth:32; reference: arachnids,
311;classtype:attempted-recon;sid:466; rev:4;)
2 alert icmp $EXTERNAL_NET any -> $HOME_NET any

(msg:"ICMP  redirect net";icode:0;itype:5;reference:arachnids,199;
reference:cve,1999-0265; classtype:bad-unknown;sid:473; rev:4;)
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