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Design and Realization on Multisignature Scheme of XML-based
Electronic Medical Record
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Abstract As the tree structure of XML agrees with the characteristics of medical records, an XML-based electronic medical record is realized. An
improvement is made to multisignature and is used in rules of XML electronic medical records. A multisignature scheme is designed and realized.
The efficiency and flexibility is improved through signing the rules of the record, and the expansibility can be obtained to some extent.
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<?xml stylesheet type="text/xsl” href=“MR.XSL”? >
<patient pid="213214780923031” vid=“1" status="editing”nm
=“Tom™>
<outrec>
XML 4 <outhis>
XML <natinf> 1978-9-23 2004-7-15</natief>
XML <depic>content</depic>
<elediag>depiction</elediag>
XML </outhis>
<outcheck>
XML <X-ray>result...... </X-ray>
11 </outcheck>
(Electronic Medical Record) </outrec>
<inrec>
<incase>
<firrec>record1</firrec>
<dicrec>record2</dicrec>

1.2 XML

</incase>

XML XML

[1,4] <incheck>
</incheck>

XML </inrec>

<operrec>

XML <beope><agreement>content</agreement><summery>content</su

mmery></beorp>

(1977 )
<?xml version="1.0” encoding="GB2312”7>

, A . .
<!DOCTYPE patient SYSTEM “mr. dtd”™> 2005-10-27  E-mail michaelmeng1978@163.com
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<onope><anaesthesia>content</anaesthesia><onnur>content</onn
ur></onope>
<afope><operator>sig</operator><ICU>sig2</ICU><general>sig
3</general></afope>
</operrec>

</patient>
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R= H Rymod p

ukeG
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2.6 XML
Apache Xercesl-4-3 XML 161 Apache
Xalan-J-2-5-1 XPath IBM’s XML Security Suite
XML API”
Browse/Server/Database(B/S/D)
( 3 XML Web
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(1) DOM  TemplateGenerator
siggen=new TemplateGenerator(doc, Xsignature. Hashl,
Canonicalizer. W3C2, SignatureMethod. RSA)

2) DOM reference

3) Keylnfo

4) KeyInfo KeylInfo.insertTo
(sigElement)

5) SignatureContext

sigContect=new SignatureContext()
(6) sign
(sigElement,key)
(7) XML

sigContext.sign

(1) SignatureContext
)
(2) KeylInfo
KeyStore
Validity validity=sigContext.verify(sigElement,key)
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