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Study on Intrusion Detection System Based on Immune Agent

XIAO Yi!, HU Weixiong®, XIAO Ming?®, ZHAO Hui®
(1. Department of Information Management, Central China Normal University, Wuhan 430079; 2. Network Center, Central China Normal
University, Wuhan 430079; 3. College of Mathematics and Statistics, Central China Normal University, Wuhan 430079)

Abstract Inspired by the biological immune mechanism, this paper designs an intrusion detection model based on immune agents, which uses the
level construction of sensor and response scheme. The immunity-based agents are independent and collaborate each other and roames among
network nodes to detect the distributed intrusions. It introduces the artificial immunization algorithm to seek the superior mechanism, the antibodies
promotion and suppression technology, the update of memory, the affinity and the density. The experiment shows that this system guarantes the
antibodies multiplicity, improves premature convergence.
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