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Abstract The vulnerabilities of software are the root of most security incident. When these vulnerabilities can be exploited, this has a serious
impact. Analysis of vulnerability alerts as distributed by organizations like CERT or SANS shows that many vulnerabilities can be attributed to the
same mistakes made by developers. This paper proposes a structured taxonomy of the origins of software vulnerabilities. Such a taxonomy can be
used as an aid for developers to avoid common pitfall, as didactical material for students in software engineering or as a “checklist” for software
testers or auditors.
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