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Design and Implementation of Authentic VPN Scheme Using L2TP
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(1. College of Computer and Communication, Hunan Univ., Changsha 410082;
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Abstract This paper proposes a model using CA plus symmetrical L2TP routers, the digital certificate fulfills identity-authentication and key
distribution, the L2TP router fulfills encryption and data-intergrity. Compared with the present method using LAC plus LNS, the scheme
distinguishes and simplifies the work, and it solves the problem that multiple calls in a L2TP tunnel are independently secure. After considering the
feature of the Linux kenel, it designs the architecture of the L2TP router to deal with VPN data. The experiments show that the scheme gives
attention to security and performance, it provides a speedy and authentic VPN solution.
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