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Implementation of AAA Access Control System Based on MIPv6
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Abstract With the development of mobile IPv6 technology and the popular usage of mobile wireless terminal, wireless network plays a more and
more important role in people life. However, the AAA systems used in the wired-networks are no longer appropriate to the wireless network. This
paper focuses on the access control handover when user roams between networks, and proposes a resolution of access control in AAA system based
on MIPv6. The paper implements it on the Linux platform and tests it on the test bed, which confirms its validation and feasibility.
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lAug 29 14:57:47 ipv6 kernel: mip6[mipv6_send_bu]: Sending BU to CN|
2001:251:1205:1:0:0:0:1 for home address 2001:251:1a05:1:0:0:0:3

lAug 29 14:57:47 ipv6 kernel: mip6[mipv6_send_bu]: AAA authentication|
information for: banliao

lAug 29 14:57:47 ipv6 kernel: mip6[mipv6_send_bu]: Setting bul callback]
lto bul_resend_exp

4 MN AAA BU

(4552|147466) Client: Starting client for user banliao

(4552|147466) Client: Session Started, session id=.;1125298845; 1;
4312b29d

(4552|147466) Client: Sending auth message # 1

lifetime in bu is: 2415984640

sequence in bu is: 0

flag in bu is: 200

coa is: 20001:251:1a05:2:208:74ff:fe23:3897

5 AAA

e have received an auth answer message!!
Result-Code =2001
lerrormsg is: login success
e have get ba from answer!

BA=[
status = 0
Reserved =0
Sequence =0
Lifetime = 400
1

lifetime in ba from auth answer is: 400
ready to send auth ack to kernel!

6 AAA

Aug 29 14:57:47 ipv6 kernel: mip6[mipv6_bul_add]: adding entry:
c6e530a0

Aug 29 14:57:47 ipv6 kernel: mip6[mipv6_ba_rcvd]: BA received with
sequence number 0x0, status: 0

IAug 29 14:57:47 ipv6 kernel: mip6[mipv6_ba_rcvd]: setting callback for|
lexpiration of a Home Registration: lifetime:400, refresh:320

7 MN BA

64 bytes from 2001:251:1a05::111: icmp_seq=10 ttI=63 time=0.426 ms
64 bytes from 2001:251:1a05::111: icmp_seq=11 ttI=63 time=0.436 ms
64 bytes from 2001:251:1a05::111: icmp_seq=12 ttI=63 time=0.439 ms
64 bytes from 2001:251:1a05::111: icmp_seq=16 ttI=63 time=0.622 ms
64 bytes from 2001:251:1a05::111: icmp_seq=17 ttI=63 time=0.994 ms

64 bytes from 2001:251:1a05::111: icmp_seq=18 ttI=62 time=0.482 ms

8 pingé MIPv6 MN
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