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Detection and Defence of DNS Spoofing Attack

YAN Boru, FANG Binxing, LI Bin, WANG Yao
(National Key Lab on Computer Context Information Security, Harbin Institute of Technelogy, Harbin 150001)

Abstract DNS is a critical component of the operation of Internet applications. The Internet is greatly affected if DNS is attacked. DNS spoofing
is one of the most popular attack means with the character of high dormancy and good attack effection. But so far, little is done to defend the systerm
against this attack. Three methods are presented to detect DNS spoofing attack, and then another three techniques are proposed to identify the bogus
packets and the right ones to ensure DNS service even attacked.
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