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Topology Worm Propagation Model Based on Scale-free
Susceptible Application Network

PENG Xuena, ZHAO Hong
(Software Center of Northeast University, Shenyang 110004)

Abstract A scale-free susceptible application network based topology worm propagation model is introduced, and its several features are
analyzed, including its full infection time and resource occupation feature and etc. Compared with other worms, the worm is both faster and
stealthier, and harder to be detected before final malicious attack. All these special features make it an even more risky worm type. According to its
latent threat, several possible defense mechanisms are also introduced.
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