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Abstract Currently there are few tripartite Authenticated Key Exchange(AKE) protocols which have a formal security proof. Aiming at this
problem, this paper investigates the security model for the tripartite AKE protocols. A strong security model named enhanced Canetti-
Krawczyk(eCK) model for two-party AKE protocols is proposed. A strong security model for three-party AKE protocols is introduced which
generalizes the eCK model for two-party setting, and the insider attack is taken into account. It presents a new tripartite AKE protocol and shows that
the protocol is provably secure in the strong security model.
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