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Abstract In order to protect the computer from the destruction of the unknown malicious software, this paper carries out the idea of using virtual

executing in a simulated system environment to protect computer resources. A lightweight virtual machine is introduced with HOOK to protect

critical resources, and a series of API interfaces are provided to make this lightweight virtual machine an open platform available for secondary
development. The method successfully identifies new Trojan without feature code.
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