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Based on Cooperation Feature
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[Abstract] To research and analyze the theory of framework for modeling trojans and trojans model about cooperative concealment, this paper
gives BIOS Rootkit’s formal model about cooperative and presents a BIOS Rootkit detection technology based on the character of cooperation in
Windows environment. Current detection technology of BIOS Rootkit can detect but lacks the function of resuming, so the method uses

characteristic of codes searching and dynamic resuming to solving it. Experimental results show that this is a detection method of higher reliability,

efficiency and integrity.
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