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Secure Model of Distributed Data Transmitting Based on Smart Card

YU Zheng-dong’, LI Yan?
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2. Liaoning Province College of Communications, Shenyang 110122)

[Abstract] To solve the problem of data distribution and management in the distributed environment, this paper proposes a secure communication
model based on smart card and password authentication. The model is also analyzed from the point of view of adversary attacks and oneself security.
Results show that the model not only guarantees the integrality, non-repudiation, and authentication, but also realizes the confidentiality during the

data transmitting.

[ Key words] model of distributed data transmitting; smart card; password authentication

1 Bk

VAR, Bl 4 A 2 4% BR B R O 4 R 5 B i
e R B2, Ho 4 G Bl 4 R0 B S A T R
B, A AR A O\ A 450 B B 7 ¥ A i
B 28 25 B2 bl 90 4% HE A B B i o IXRE B %
AR T AR AR R, T LK IR AR T A B
KRNAFR . ABAEXF AR RS R 4 R IR
5 2 R BT A4S O RURPUM ,  ELVEAT I 45 1 4% 92K 2 1]
REEFERR, BRABIROIEE. BN AL
PR TR 22 2o DAL, ST 7R BT 45 B 4 A R
MGIRE T, LML RNEIRER, CRYMRIEAR. &
REYZLETRZ—,

A SRR 43 A RERBE T B 4 S RS B T I 0 2 4
W, 20T -AETEREY 04y aiNEY s R
e b O B B A R R AR, IR T T R 2t
W
2 MR

T 4 A SO AE B 3% % 4 BT op BT A g — B 4%
FRle U: R A: BRI SARBE; S: $R¥E; 1ID: P
ID; h(): HpmaA &G Sig(): S48k E(): ENHE
HIMEEEG D(): EXIFRBEHIRBE R Kas: BORIEB
RS ARB RSB 4 X BEALEL, i=1-N, N €Z75 K: %
IR B ARG T2 IR (Timestamp); Upy: AP U #9104 ; alias:
HP54&; ps a: %, n=pxq; R: BEHLEL

ASCK R M R BT F P IE DA R B G
ALK 4 AT TR 2 AR AT o R B R BT
R 1 Fiz.

[—]

4 RAH

\ 1

! |
1 K?=h*(ID,®U,,) | A ALTA iemﬁ,DkMy s

2 72 A B T, | | OREET, T, T,

5.5ig(ID,, T, M) i FHEC R A

bl

I

]

T

I

|

|

3.3H5C, = X,™ @K, modn
C,=h(T, ®X,) —5

C,=S, ®h(X, ®ID,)

8G =E,_ (ID,,E, (5K, T, ID,)!

I
|
|
\
i
|
|
\
\
|
|

9.E,, (R.E, (SK,T,, ID;))

10.E, (R,Eg (M) 1LE, (M)

|
|
I
|
|
|
I
|
|
|
|
}
|
I 4M={C,C,C,, IDS,allas}
|
|
|
|
|
\
\
|
|
\
\
|
|
|

| v
Bl SEE2fRLR

21 R

(1) i@ 3 %2 2247 3 (SSL) 5k Diffie-Hellman % £ 32 #: i)
BARE M &4 1D K04, B4R B H P B % sk b5
GBi—n ko

(Qn A BARIRFIEIE, n=pxq, HHdr, pv g AKRFKE n
AFHAEAERPER, pv g AEREFEEE.

VBRI A A F P A 4 alias SRAAEH P UK ID.

(HBARFE A E T

K, =h(ID,K)®U,, (1)

K,=h?(ID,®U,,) )

(5) B4 5 M 3 % 2538 (SSL)¥ K- alias A1 Ky i& Bl 44 Fi

EZER: TIERQ99-), FB, WMELREIN, BT MES5HE
BEa; 2, Y

Wk HR: 2010-02-13 E-mail: mhdbfgs@163.com

—153—



F, IR K alias (REAERGEARE P, T Ko alias i1 K;
MENE R, AP RT.
22 HApPpBS®

(DY AP RN RERLHIEN, TR RARLS 5

ID fiA4, MEERRIELSH ID MOLERERA K, =
h*(ID, ®U,,) , WSRFFA, WA AR RHARME Ko alias,
QFRGEHHEMT:
C, = X;""®K, modn (3)
C2=h(Tu ®Xi) 4)
C,=S,®h(X;®1Dy) (5)
@HPEEMEfLE M 5 IDs(ZHEIE 1D)2] B ik 55
PR :
M={C,,C,,Cs,IDs,alias} (6)
23 HPRE

(V%A MRS AR B P R EHE M, A 1D, 5
W Ta )5, BIEAT2EA Sig(IDaTA M), FHoW %454 Kk s
B -

(B HIEWF] Sig(IDATAM)JE, HEAT FFIHH5E:

DA 1DA B2 IEM, AR ORI S0 B ORI v Stk o

)R 44 alias FEHHE B & 7 IDY 041 Kyo

3)H1 IDas Upy Fil Ky, Fi8 5 (B)f# xio

A)F)F SR (4) T 5 I DA T, PASRIE R 75 77 72 B 8

5) 7 i 2 (5) R T B4 R S5 BT AR 34 I Cs BB 5 4R
P C—2o
24 FHELWER

(DEARIEAEN TP B A Bk J5, 7 BIK S22 e 3y
BHBRA Xio

(2) B U5 & W7 B A5 B8 SK, I 7= A R G I, T,
H SK 0 Ts ns -

G =E, (SK,T,, 1Dy)

(3) F B U5 R 0 TR S5 AR B AT 3L % 9 Kas 6 G
%, IR BRI SRE:

G = Ex,. (ID4, E, (SK,Ts, 1D;))

(8BRS AREEA ] Kas RE 1D, ARBRA digd
BHEE, mRE, WmE—-AHELE R, ¥
Ec, (R.E, (K. T, ID,)) f£3%% Fi P2

(5) A = ffe s th B AL S R, AU i sty SKs Ts, FRBRIE
Inh R AR A B I ALY, WCRE, WIAE SKOAJEfE I
REEH .

O)HL=EPHK R MEE, B Ec (REg(M)), K%
B M 55 B

(M M5 REREH R )5, ARG IEM, W2RIEH,
1 Esk(M)# % % B Ui«

(8) JH P A4 5 7T LA FRHT B3 911 U £
3 ZaMah

DR WA SR 4R ) PR B AR A B B 2 &, R T A
F Uil BERIRERY A By i 02 2 2 A BEAEAT AT
31 WBFH it

Wi Bk

AR T IAFEE P B4y 1D K04, FFF Bt AAIE
o BHATEE Bedi, (T8 FRERGFAET R R P
i B Kufi, 370 8 3 s b D B IAIE . £ER (D), #F
R B SE A AIE, S SR h(ID, ) Z A8, SR i T
—154—

BRI G A R BB, B DA

()E

Jhy G T M i i PP A R R, ACBRLR
FH o i) A AR Ay 0 BT e o BB o AESR(3) R (5) 5 K (6)
oo, RPEEAF B AT R I R A, R AR A R
T ] A 18 o B4 1) ey A R BGHEAT ORGP, AT T BT 1
i M JEE o

() I A B it

BFARAKERY hony DURE T 40 R 07 Rl A7 o -

1) P B B Ml 55 AREE 2 1F) £ 8 i e iy

BOF LT B B M 55 ARBLZ W), o S £ 00T A
R, Hit, BB ar ARG MfE R R
BIMIEE B TR, BT R AR B TE % M 3R
LA B -

2) % e Ml 55 AR B B U5 = W £ R B i

T B U K R 95 AR BRI, A A A AT
I IAGE S B B A AP g 2] X (6) R (8) . 4RI Ix L&
TAIE AR 5349 © 8 B0 Ml 55 AR 55 B0 U5 1) P 36 52 9 % 6 I
FAP BB BT IME, BT LERPARER -

3) k% =T 8 A7 S A 1 R A AR B B i

M ECF R AR =07 2 W EAERE B, AT A g5 B E]
DU ) B IAEAS B o AR IX 2L A E A7 SB35 © A F AR Bt 1)
P e W B R P H BT N, Bk ok gk
ISP

(4) 1255 0 e ot

DL N4

Brx st A ety , AT DAk B IR E 1 AR R Oy Rk
A7 2 55 0 B 0 o

)4 N LY

A G5 W AR IGE £ 37 1 8, AR R (2)~ K (4),
FARTAREI B0 BT AR, PR LR D 25, FELEATIME
Inf T A R AR AR I 59T 7 AR 0 K M, BRI TG T A i
IE.

O =l

AR R R R R R ETFSTI, WARUE sE R i A b A
S R(2). RMFED L4 1D F10 3 C L G A e
BAL P, BFRAENAIRIAG S, B ATG 7™ A IR A B TAE
fa B Coiv Cofl Gy, MAHBMINBE AHMERE .
32 BMEAZEREBSH

(DEA

Ja B P By B B A e, IR IR R P
fi B, IR B IR 5] & A B 57 S A D i S B ki AT
Ay ABERUAE R P A B, - B U A X L 3 4
DRIV BB By, I T 5 9 B 4 A ORAREE P
B 09 50 4 A7 R AE B IR AR P T o AT H0H IS e ik
SSRELA R AR P R B4y, AR KRR LR P I
[

(=5 ER NI

FAPAETE M By, 48 h % 2B B 38 1) O DRI A B
i 1D~ 114 Te B0 BT 3t i AT SR AR B0 AIE AR B, Ko BT
A AT O B SOk R K SR B IR , AU ARIUR P &4 1D 1
AHh, [5) BF SEAFE phy 08 L B T N B AGE A B K, LR
MEBE AR THET B4y 1D A0 4 2 2RI RGE AR BR
LA ROMIE A, 2 B b, R R X B



B AT IAGE, AT B A AGERL A, DLORIIE )5 SE WL %
5 B W & ekit.

OFNEN ;S

15 JE 0 R 58 MY i b L 22 4 0 5 AL R T e e g — 7B
o BB, FERGEHBAAFAEA A EIAALE], FEAKIRL B
THABRRESDSNHS, WEdHFEL. BHREE
FBOEEIA AT AR R

(4) PRtk

AR TR B AL B SRR R AT T A2 11
T A o RO T B AT R R, BT A B i i AR
AR — 5 5, B T T A AR R R D B R 5%
REREITHR EAERTE, Wik, HRk#E2RS, &
o BT R g B B AR KRR RIS BRI THT
B AW 5 B3N], (ST A o o
4 BORE

ARSTER RS 437 AERIE T BB 73 K A BT I I F  4
PR, ST — ol A0 T4 BB R BOR B B e i e
Mo BHALKE R REAR D&NE FHRRBEARBTH

B, I % Ak AT R BB GRAIE T B A A ad AR
W BB P SERERE RS T AR
PN

[1] Luo Qiong, Krishnamurthy S, Mohan C, et al. Middle-tier Database
Caching for E-business[C]//Proc. of ACM SIGMOD International
Conference on Management of Data. [S. I.]: ACM Press, 2002:
600-611.

[2] SRIRHP, FEWRE. T4 5 A6 B4 A RER ISR [T]. 755
HLIFE, 2009, 35(3): 32-35.

[3] Hwang M S, Kumar M. A New Remote User Authentication Scheme
Using Smart Cards[J]. IEEE Trans. on Consumer Electronics, 2000,
46(1): 28-30.

[4] Katz J, Ostrovsky R, Yung M. Efficient Password-authenticated Key
Exchange Using Human-memorable Passwords[C]//Proc. of
EUROCRYPT’01. [S. I.]: IEEE Press, 2001: 475-494.

[5] Diffie W, Hellman M. New Directions in Cryptography[J]. |IEEE
Trans. on Information Theory, 1977, 22(6): 644-654.

Gi Bhad

(_E$455 150 B7)

Ri2®Gn=Vn2, Ri1®Gn=V 1, RE®G, =V,

WP E 3T RAUEN, BABEENET Vo
Voisy Voo, BEBA Ry Rias RIPAK GL X 4 MRAE,
Fik, RS G, .
7T W

ACWFE TARA RFID R Z 28, &7 —4
H£F PUF MR AS RFID 22 2 il o A ip S0 RE A BT 3 i e i
WERSGE WEL S GiNBGE S M. SRR B
BAT I ARG, PTRAR WA, R, FR% R TREA#S
1400 AMTTHLEE . PIBL, ARPMUCA R R TARBCA RFID &
il Rese q P

e =P
[1] Juels A, Weis S A. Authenticating Pervasive Devices with Human

Protocols[J]. Advances in Cryptology, 2005, 6(3): 293-308.

[2] Feldhofer M, Recberger C. A Case Against Currently Used Hash

Functions in RFID Protocols[C]//Proc. of Workshop on RFID
Security. Montpellier, France: [s. n.], 2006: 372-381.

[3] Tan C C, Sheng Bo, Li Qun. Serverless Search and Authentication
Protocols for RFID[EB/OL]. (2007-03-12). http://www.cs.wm.edu/
~cct/pub/percom07.pdf.

[4] Suh G E, Devadas D. Physical Unclonable Functions for Device
Authentication and Secret Key Generation[C]//Proc. of Design
Automation Conference. San Diego, California, USA: [s. n.], 2007:
9-14.

[5] Kumar S, Guajardo J. Extended Abstract: The Butterfly PUF
Protecting IP on Every FPGA[C)//Proc. of IEEE International
Workshop on Host. Anaheim, CA, USA: [s. n.], 2008: 67-70.

[6] F&Atk, Btk BT HEPMIER REID Z2Wll]. #HHEHLL
£, 2008, 34(19): 170-173.

it Phe

(_E#5 152 77)
6 ZRiE
AL T S — 4 B Lorenz 3R 483 i 3K 2 - i 7 5%
e 257 B T 42 S B 0 e PR B 1 A 07 R o FE MM S BT
H TR FL - L B 2 0 B A SR T A D, AR IR R
EEESHRERAZRIE, RERK. BRx—HENE
RO R R B A BEEI AR, 3% B2 I ) TG B PR T7 72
HEAT B HLALALBE, AU 5509 &5 DSP 2R LB T IE &R
R R Y, i 7% RGN TT BB G REAR LB LR,
BB B G LR A R A, T IESE T %05 T4
%30
[1] Pecora L M, Carroll T L. Synchronization in Chaotic Systems[J].
Physical Review Letters, 1990, 64(8): 821-824.
[2] Yang Tao, Chua L O. Chaotic Digital Code-Division Multiple Access
(CDMA) Communication Systems[J]. International Journal of

Bifurcation and Chaos, 1997, 7(12): 2789-2805.

[3] Apostolos A, Syvridis D, Larger L, et al. Chaos Based
Communications at High Bit Rates Using Commercial Fibre-optic
Links[J]. Nature, 2005, 438(7066): 343-346.

[4] Kamata H, Endo T, Ishida Y. Communication with Chaos via DSP
Implementation[C]//Proc. of IEEE International Symposium on
Circuit and System. [S. I.]: IEEE Press, 1997: 1069-1072.

[5] Ling Cong, Wu Xiaofu. Design and Realization of an FPGA-based
Generator for Chaotic Frequency Hopping Sequences[J]. IEEE
Trans. on Circuits and Systems, 2001, 48(5): 521-532.

[6] Elwakil A S, Ozoguz S, Kennedy M P. Creation of a Complex
Butterfly Attractor Using a Novel Lorenz-type System[J]. |IEEE
Trans. on Circuits and Systems, 2002, 49(4): 527-530.

i PR

—155—



	1  概述
	2  模型设计
	2.1  用户注册
	2.2  用户登录
	2.3  用户验证
	2.4  数据传输过程

	3  安全性分析
	3.1  抗敌手攻击分析
	3.2  模型自身安全性分析

	4  结束语
	参考文献

	7  结束语
	参考文献

	6  结束语
	参考文献


