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Research on RBAC Policy Conflict and Its Detection Algorithm

CHENG Xiang-ran, CHEN Xing-yuan, ZHANG Bin, YANG Yan
(Electric Technology Institute, PLA Information Engineering University, Zhengzhou 450004, China)

Abstract With respect to conflict problems raised when implementing security principals such as separation of duty, least privilege in RBAC, this
paper formalizes five RBAC policy conflict types, discusses causing reasons, and proposes a conflict detecting algorithm as well as simulation
results, which can effectively detect conflicts defined in this paper. The work in this paper provides the basis for implementation for RBAC conflict
detection.
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1 session _roles(s : SESSIONS) < {r € ROLES |

(Role-based Access Control, (session _users(s),r) € UA}

RBAC)! (9) RH e ROLES x ROLES
RBAC =z hzh ) h
[4-6) n r
RBAC RH
RH*
(10) authorized _users(r: ROLES)—2Y5%
2 RBAC r
21 RBAC authorized _users(r) ={ueUSERS | r'>r, (u,r') e UA}
RBAC [1-3] (11) authorized _roles(u : USERS) — 275
(1) USERS, ROLES, OPS,0BS, SESSIONS u
authorized _roles(u)= {r e ROLES | r' >, (u,r') e UA}
(2) PRMS = 2(0Psx089) (12) authorized _ persmissions(r : ROLES)— 2R
(3) UA c USES x ROLES r
authorized  permissions(r) ={p € PRMS | r > r",(p,r") € PA}
(4) PA c PRMS x ROLES (13) actived _roles(s) : SESSIONS —» 27O€
(5) assigned _users : (r : ROLES) — 2YSER® r
USERS r (14) senior _roles(r : ROLES) — 2RO
r
assigned _users(r) = {u e USERS | (u,r) e UA} senior _roles(r) ={r'e ROLES |r' > r}
(6) assigned _ permissions(r: ROLES)— 27"
““8637” (2006AA01Z457,2009AA
assigned_ permissions(r)={p € PRMS | (p,r) € PA} 01Z438)
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(15) junior _roles(r : ROLES) — 2ROES

junior _roles(r) = {r'e ROLES |r >=r'}

2.2 RBAC
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1( PRMS CF)
cp =(ps,n) ps = {prms,, prms,,---, prmsps } = PRMS ,
|[psEn=2 ps n-1
n=2 ps
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{h,0, Ny} € ROLES, [rsi=n=2 rs
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scr = (rs,n) r rs n-1
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der = (rs,n) rs={r,n, My c
ROLES, |[rsE=n=2 rs  n-l1
n=2 rs
DCR = {dcr;,dcr, -+, dCrpeq }
der =(rs,n) rs n
4 USER _CF)
cu = (us,n,r) us:{ul,uz,---,u‘us‘}gUSERS,re
ROLES, |us=n=2 r us
n-1 us =USERS
[51
CU = {cu;,cuy, -, Clgy }
cu = (us,n,r) us n-1
r
5( RIC_CF)
ezl zhozo 2 hn 2
(n=1) I r
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6( status ) RBAC

status =< USERS, ROLES, PRMS, SESSIONS,UA, PA,RH,
CU,CP,SCR,DCR >
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3.1
RBAC
4
1) AssignUser (user € USERS, role e
ROLES) role user
2) GrantPermission(object € OBS,
operation € OPS, role € ROLES) object  operation
role
3) AddInheritance(r _asc e
ROLES, r_desc e ROLES)
r_asc>r_desc r_asc r_desc
4) AddActiveRole(user € USERS,
session € SESSIONS, role € ROLES) role
user session

1
cp =({p,, Py }.2) 5 cu=({u,.u,}.1,,2) 5 ser=({r,r,},2) ; der=
({rx’>ry’}72)
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3.2
RBAC
status//
resultSet// type element

/I constraint NULL
1 begin

2 resultSet=NULL

3 for eachr ROLES

4  P,=authorized permissions(r)

5  foreachcp CP

6if | P,Ncp.ps|=cp.n //

7add (PRMS_CF, r, cp) to resultSet

8 foreach cu CU

9 U= authorized_users(cu.r)

10 if | Uy [=cu.n //

11 add (USER_CF, U, cu) to resultSet



12 for each scr  SCR
13 { foreachu USERS

14 R,= authorized_roles(u)

15 if | Ry Nscr.rs |=scr.n //

16 add (SR_CF, u, scr) to resultSet
17 for eachr ROLES

18 R;= junior_roles(r)

19 if | Ry Nscr.rs |=scr.n //

20 add (SR_CF, r, scr) to resultSet
21}

22 for each der DCR

23 foreachs SESSIONS

24 R,= actived_roles(s)

25 if | R, Nder.rs |=der.n //

26 add (DR_CF, s, dcr) to resultSet
27 for eachr; ROLES

28  foreachr; ROLES

29 if (i, ;) RH

30 M(ri, 1) =1/

31 else M (rj, 1;) =0

32 M" =Warshall(M) // M

33 R=NULL //

34 foreachr ROLES

35 ifM(r,r)==1

36 R =R {1}

37ifR'! =NULL //

38 add (RIC_CF, R’, NULL) to resultSet
39 return resultSet

40 end
status
type element
constraint resultSet
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27 ~ 38
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