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Improved Cross-realm C2C-PAKE Protocol

L1U Wei-hong, WANG Li-bin, MA Chang-she
(Computer School, South China Normal University, Guangzhou 510631, China)

Abstract This paper describes a cross-realm C2C-PAKE protocol. Based on it, it improves the formal model and proposes an improved protocol
which is introduced public key mechanism to system security and combined with the high reliability of discrete logarithm. The protocol is simple
and is analyzed with semantic security and key confidentiality. It also achieves the mutual authentication between server and client, and it can resist
common attacks such as undetected online dictionary attack. Security analysis shows it is safe and effective.
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