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Abstract Electronic Institution(EI) as a development framework is good for developing dependable distributed collaboration. However, due to its
lack of information flow control mechanism, the confidentiality of information may be threatened. By extending the semantics of electronic
institution, this paper designs a security model that dynamically checks information transfer. As a result, all authorized communication paths are
secure. The control process of the security model is illustrated via an example. The security model can prevent unauthorized information leakage and
enhance securities of EI based systems.
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