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BIOS Rootkit Detection Based on Behavior Characteristics
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Abstract BIOS Rootkit is difficult to detect. Aiming at the problem, this paper proposes a behavior characteristics-based BIOS Rootkits detection
method. By studying the BIOS Rootkits’ principles and key technologies, this method generalizes, defines and formally describes the behavior
characteristics of BIOS Rootkit. Behaviors information is got in decompile phases, and the malicious level is judged according to the rate of a
complete BIOS Rootkit formed by those behaviors. Experimental results prove that the method is effective to detect BIOS Rootkits.
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“<fun->?

={ 1, 2, n};
={ 1, 2, , m};
=Call exp|[Imp exp|Cmp exp,exp|Assign;
Assign=m[exp]:=exp|r[exp]:=exp|tmp:=exp;
exp=exp op exp|m[const]|r[const]|const;
op=+|-[*|/|~|<<|>>|l;
const=0[1]2 ;

i+1 0 i,
i+1, itk 0 i+l

<fun-intHookA,4,00x00,P,{n=(1:0x2e),IVT:=0}>
P={m[tmpl]:=m[n*4+IVT]
m[tmp2]:= m[n*4+2+IVT]
m[n*4 + IVT] := m[tmp1]
m[n*4+2+ IVT]:= m[tmp2]}
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