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[Abstract] In order to improve the performance of the full disk encryption system, this paper studies and analyzes the existing disk encryption
algorithms and modes, and tests the performance of different combinations of encryption algorithms and modes. The ways of encryption storage are

introduced. The existing encryption algorithms and modes are analyzed. The performances of encryption algorithms and modes are tested and

analyzed. A suggestion is proposed for full disk encryption. Result provides referential basis for designers of encryption storage.
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A CEELY 3 FhNEs &P 5 LRWL XTS i1 CBC+Elephant
diffuser R HEITH Ao 3 M HIEI BRI HREH L, 4
W AES, Twofish Ml RC6. MBHFFHR, 3 MEEHN
AES WiE 5 3 Mg 500, MREHID R, BT E8mE,
I BAEB L HF 128 bit - 4LN%E, &EF Wik XTS o
3.1.1 AES &

FRINE kR AES H Rijndael $24, X ¥#F 128 bit 454
ez, SR EER DL 128 bity 192 bit fi1 256 bite AES &£
1t IEEE #i#f P1619 Wl XTS Bil—&fi /=47 AES-
XTSP, AES Wy%e2Mt 285 TrZmRiE, RS
BRWEGHE.

3.1.2 Twofish %y

Twofish & H1 3% 4 %15 %% 5% Bruce Schneier $2 4 #Y 35 —
AP 4y AT, SR 128 bit S 4LN%, X RF 128 bits
192 bit Fi1 256 bit B4 K ¥ . 1% B B AE Blowfish 3: i FL i
k, XM 16 [A14 Feistel network, {HiH T —AN W5 F %
Twofish i Fi 5 DES —#£#) Feistel Z544, WUk T SAFER
RIVEW LIRS R AR 2W T, Twofish G HALED
G0 B R A3 B 5 AR, ADARRFE T R BBM R 2R
Twofish R IEL MBI HE, BEEFZ =M, I B
G2 2R WA 0 P T A0
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£ AES MBIk 54, RCo J27E RCS HyHeRl F Rt my,
Bkt o N, BEEE, ERRE, REMENTELF
HAF A AES WK o 55V G 1 Btk R W AE AR B Tk
523 RCO FIAE R 128 bit 43 41N 535, ] 2R 128 bits
192 bit F1 256 bit %4, BB RS EAT AL FFE R 204
HRERMEHRKE. £ AES MIIIAFA L, RCo 5 H MifRik
M R R — A B )LAF, RC6 B4 RSA
il R 8
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2 HROM S YLty AN , T A8 0 B 54 Ay 2 e S e =X
#E Yeli i (narrow block mode)dg 43 41K B /N T Ji X K /N 43
4, %P #A ECB. CBC fil CFB %; §idufiz(wide block

mode)$8 73 414 B T Jd XK /NI 43 4, %5 T 9 EME, XCB
M ABL4 %00, AR 3 A4 WA RGEATIR, 4
B : LRW, XTS fil CBC+Elephant diffuser, Hrr, LRW fI
XTS BTFEPIMBHR; M CBC+Elephant diffuser J&
TP MR

XS 2 AF S AT R -

P FF MWL

C: 0 )5 i Y% 3L

X: R RN,

EKey: %%

TKey: #HALZEH .

SID: X%

GetTweak (TKey, SID): SID % e %% -

T: #HALHF-

ExKey: §" %4 .

Expand-Key (EKey): M ZHY EEHE.

D : B,

@ ¢ I BRI

a: MPEWEHMELTE.

Encrypt (ExKey, P): & ;.

3.2.1 LRW #iz,

LRW 3% F 7] 425 55 45 3% (tweakable block cipher mode),
W2 ¢ IEEE P1619 % Yl % f e ik kv e A B iy, L
LR T

Encrypt-LRW(P, EKey, TKey, SID)

ExKey = Expand-Key(EKey)
T =TKey
for i=0 to n
T=T®SID
P=P®T
C;=Encrypt(ExKey, P;)
Ci=CG®T
SID =SID+1
end for

return C
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XTS & HT XEX #2855 Bl (Ciphertext Stealing, CTS)
AR, B IA A A 24 IR A A % A B
KX, B4 [EEE P1619 hrdkfrR M. XTS MR T :

Encrypt-XTS(P, EKey, TKey, SID)

T=GetTweak(TKey,SID)
ExKey=Expand-Key(EKey)
for i=0 to n
X=T®d
Pi=P,®X
Ci=Encrypt(ExKey,P;)
C=Ci®X
end for

return C
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mERR, MERER-IHKX. MEKOEEN T4 H
diffuser J5 /) CBC I JFoR I CBC BB i, HE 2R
FIHBARE . MR EMK, oA R RN R E B R
%, PR AN A SR A S T 2 A R e R N 2 & ik
W AE CBC #isayFml %3t 7 CBC+Elephant diffuser 5t
X, @i diffuser SRR RAE B ST H IR/ i3l ot 5 3
AR XA, DT IRRH A% G5 A AR B0 e Bk
FRAR. A, BLEAEWFRFEY, CBC+Elephant diffuser
BB R, EERTRERmERERD.

(512 bit)

R I sector 4]

AL TFA

R

B 1 CBC+Elephant diffuser jji#f{fifa

4 HRENRSE S

A IV A PR O3 9 A 3R % TR T A
R, DA 7E I AR b R AR . SN SR
Te B3 B 22 G5 SO W M2 Anxd B P SCEE IS - B RS
XS AR, —BRLTE#FILE KB, SHARE
o 1 MB, i REEE K, NSRS % AP k25
BR, HRANARSGERERG MR E PN L &
SCAE X A RS Z G5 e A S R, R S AR A
A HATIR, DA R 38 & 2 8008 i S A Rl
Ao MR FTH BREARSAR R 2 2K KICR41(64 MB, Bk
/NF3 8 MB #il 16 MB 1) 2 A S 4 ) At/ ST 4. (64 MB, B
128 KB+ 512 KB fil | MB f & A48, ¥ mh iz
B3R A 4B 43 IR R SR AN SR AT I A, DA
AR

iR AE Windows XP #4E R4 Filkf7, A%
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