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Research on XML Access Control Based on BLP Model
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[Abstract] In the high security fields, XML documents may include information at different levels of sensitivity. It should be protected by

Mandatory Access Control(MAC) policy. In order to maintain the integrality of data at high levels of sensitivity, the security labels of subjects and
objects are improved. An extended MAC model called EBLP is proposed on the basis of BLP model. Security label assignment are discussed. The

architecture and the access control arithmetic used to implement the fine-grained EBLP model are discussed.
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recursive_read(t, rootnode)

{

if (L;.C,> getObjLabel (rootnode))

add(rootnode, response.xml);

if (rootnode AJEMFF5 1)

for(t MIEEAF M subtree)

/1% P subrootnode AR 5 ;

recursive_read(subtree, subrootnode);

}

Step4 if (response.xml!=null)

then return (“Access Denied”);

else return (response.xml);
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&&lsequal (L,.C,, ,target))

{

if (IsValid(#f1F 5§ SCRS A5 30H)

{

update(xml 3L #%);

return( 3R 5] 5T 5 B SRS LR 5
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else if (subject==administration)
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{

update (schema.xml);

update(xml 3L #%);

return (3% [0] 56 37 J5 P SCRS RE LR ) 5

(FH5 127 1)



