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Feature Selection Method for Network Intrusion
Based on GQPSO Algorithm
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[Abstract] Aiming at problem that independent and redundant attributes of high dimensional network data cause classification algorithms’ slow
detection speed and low detection rate in network intrusion detection, a feature selection approach for network intrusion based on Genetic Quantum
Particle Swarm Optimization(GQPSO) algorithm is proposed. The approach organically combines selection and variation of genetic algorithm with
QPSO to form GQPSO algorithm, and normalizes mutual information between attributes of network data is defined as the algorithm’s fitness
function, which guides its reduction of network data attributes to realize optimal selection of network intrusion feature sub-set. Simulation
experiment is done in KDDCUP1999. Result shows that compared with QPSO and PSO algorithms, the approach is more effective for feature
selection of network data and improvement of network intrusion detection speed and detection rate of classification algorithms.
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