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[Abstract] Aiming at the target of protecting File Allocation Table(FAT) file system data security, based on EFI Developer Kit 2(EDK2) open
source environment defined by Unified Extensible Firmware Interface(UEFI) specification, this paper proposes a technology of data backup and
recovery on firmware level. After using the protocols EDK2 provided for accessing disk partition data. It gets details of files and directories by

calculating, and saves them as EFI image file, which will write into destination partition when the recovery module works. Comparing to legacy data

backup technology, this technology works on firmware level, is independent of operating system, and this advantage makes it more usable.
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