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SVM Intrusion Detection Based on Middle Classification Hyperplane
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[ Abstract] In network intrusion detection, aiming to the problem that high dimensional and large network data results in long training time and low
detecting speed of Support Vector Machine(SVM), this paper proposes an approach for SVM intrusion detection based on middle classification
hyperplane. Based on clustering normal and attack training samples, by defining approaching degree of boundary surface of every clustering center,
quadratic expression of standard SVM is improved; improved SVM is trained with clustering centers to obtain a middle classification hyperplane;
then training samples are reduced by defining distance threshold to obtaining Possible Support Vectors(PSV). Experimental results on
KDDCUP1999 data-set show that the method is more effective than cluster SVM in reducing training samples and improving the training and
detecting speed of SVM .
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(1) CenterSet'=ClusterAnalyzing(TrainData",K)

(2) CenterSet =ClusterAnalyzing(TrainData’,K)

(3) CenterSet= CenterSet" U CenterSet”

(4) D=CalculateKernelDistanceArray(CenterSet)

(5) B= CalculateApproachDegree(D)

(6) g=GetM_ClassifyHyperplane(B,C_SampleNum)

(7) B_Cluster=GetBoundarySurfaceCluster(g, 7 )

(8) for i=1:/B_Cluster|
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9) s[i]=GetB_ClusterSample(B_Cluster)

(10) ReSample=ReSample U GetB_S_Sample(s[i])

(11) endfor

(12) g*=SvmTrain(Re_Sample)
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1 13740 224 2.094 4.141 93.24 0.25
2 11651 221 2.203 4.047 97.12 0.22
3 14 695 220 2.094 3.735 93.47 0.22
4 10 980 204 1.765 3.266 91.15 0.20
5 12763 226 2.187 4.125 97.88 0.26
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1 192 187 0.047 2.719 93.68 0.18
2 185 179 0.094 2.750 98.26 0.20
3 183 180 0.063 2.843 94.22 0.19
4 161 157 0.015 2.360 91.99 0.15
5 191 190 0.078 2.891 98.86 0.20
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