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[ Abstract] Aiming at the shortcoming of the compressed edge fragment sampling algorithm, a new method is proposed, called Overlapping Hash
Fragment(OHF) Probabilistic Packet Marking(PPM) method. The new method reduces the computational complexity during reconstruction by
constructing 4 bits hash relationship between the adjacent IP fragments without increasing the marking amounts. And the new method improves the
false alarm rate. Simulation experiment in the NS2 show the validity of the method.
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Marking procedure at router R:
For each k in [0,1,2,3,4,5,6,7]
Ipflk]=(R>>(kx4))%(16);
Ipfh[k]=hash4(ipf[k]);
End
OHF[0]=comb(ipth[7],ipf[0]);
For i:=0 to 6
OHF[i+1]=comb(ipth[i],ipf[i+1]);
End
For each packet w
If w.tt1<32 then P=1/(32-w.ttl); End
If 32<w.ttl<64 then P=1/(64-w.ttl);End
If 64<w.ttl<128 thenP=1/(128-w.ttl);End
Let x be a random number from[0,1]
If x<P then

P=

Let b be a random interger from[0,7]
Write OHF[b] into w.addr8
Write 0 into w.distance
Write b into w.offset
Else
If w.distance==0 then
Write OHF[w.offset] ©@ w.addr8 into w.addr8
End
Increment w.distance
End
End
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Path reconstruction procedure at victim v:
Let Mat be a table of tuples mat(distance, offset, count)
Let G be a tree with root v
Let edges in G be tuples (distance, start , end)
Let maxd:=0
Let last:=v
For each packet w from attacker
Mat.Insert mat(w.distance,w.offset,
count[w.distance,w.offset])=w.addr8
Increment count[w.distance,w.offset]
If w.distance>maxd then
Maxd:=w.distance
End
End
For each distance d in mat
1f(d!=0)
Mat(d,w.offset,count[d,w.offset]) xor the addrs A in distance-1
End
For offset=0:7
We use the 4bits hash relations to connect the segmentations
and chance them into addrs B
If d==0
Insert edge(0, v, B) into G
Else
Insert edge(d, A,B) into G
End
End
End
Extract path(R;--R;j)by enumerating acyclic paths in G
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