£37E F1H R NI 2011 %9 R
Vol.37 No.17 Computer Engineering September 2011
e REHA . XEHS: 1000—3428(2011)17—0122—02  SCERHRIREG: A FESHES: TP393.08

—MEEHBERERRGE N SR TR

WBkR, RKEW, BHF
CEMIE TR TR G 2BE, 22M 730050)

W OB B RRERSSO)VRAEME AR O A RS S, it — A Zatfy R SSO RGMER, FI B ILARFR N
FEHFABEURWI, KA RSA BT EBFES, R0 EUOERE A B Em I, B9 SSO RGH RS &/
PRI S5 8 B AMERAG =35 2 A MR o GBI X) O 4 R B SCa, BiEiZ o7 SO LR MBI P B0 D &3 EA e M, REARL
iz B el

REEH: ROBRAL; DAY RAEBHEMDIG REIEIFHMBSR AL, RSA 5%

Secure Password Synchronization Scheme for Single Sign-on System
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[Abstract] In order to make the current Single Sign-on(SSO) schemes effectively support the application of password synchronization, this paper
designs a secure model with better expansionary. It uses Optimal Asymmetric Encryption Padding(OAEP) encryption algorithm to modify the
plaintext and creates a digital certificate through RSA encryption algorithm. Hybrid Cryptograph Transfer Protocol(HCTP) is improved to make it
better realize the transmission applications among the server, the client proxy server and the Certificate Authority(CA) institutions of transfer in SSO
system. The realization of password synchronization test verifies the stronger instantaneity and the higher security in the password key compared
with HCTP, which can effectively resist chosen-ciphertext attack.
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