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Network Intrusion Feature Selection
Based on Fast Attribute Reduction

MU Qi, GONG Shang-fu, BI Xiao-ru, SHE Xiang-yang
(School of Computer, Xi’an University of Science and Technology, Xi’an 710054, China)

[Abstract] Aiming to problem that independent and redundant attributes of high dimensional network data cause classification algorithms’ slow
detection speed and low detection rate in network intrusion detection, this paper presents a feature selection method for network intrusion based on
fast attribute reduction. It adopts Mutual Information(MI) between condition and label attributes of network data as measure to discard independent
attributes, then a formula for measuring attribute importance based on positive region of rough set is applied as heuristic information to design a fast
attribute reduction algorithm, which removes redundant attributes of network data to realize optimal selection of feature subset of network intrusion.
Simulation experiment is done in KDDCUP1999. Result shows that the method is more effective in discarding independent and redundancy
attributes and it has higher intrusion detection rate and lower false positive rate.
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B S'=(U",C,D,V,F) N FALHI W 45 e R K o
XS AEMLERRKHR S =U.C.D.V.F)H, S'=U",
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(1) S"=ReducelndependentAttribute(S,0)
(2) U/C =Calculatelnd(C");
(3) U’=GetReducedObjectSet(U/C");
(4)Core(C)=CalculateCore(S");
(5)R=Core(C);
(6) for each a € C-R
(7) sigr(a)=CalculateAttributeSignificance(R, a);
(8) end;
(9) sigr(a’)=max {sigr(0)}
(10) U’=U"-Bgr(a’)-NBg(a’)
(1) C=C-R
(12) if U'~=@
(13)  Upps=Upos ~By(@)
(14)  Upeo=Ueg ~NBr (@) 5
(15) goto(5)
(16) else
(17)  outputR
(18) end
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#1 LRYEA1
- E GRS WA ARG
FEARR IEWAEAR Bl R FEARM ERARAR Bl A AR
DoS 12967 9764 3203 2596 1953 643
Probe 7551 6 631 920 1512 1327 185
R2L 5 840 5157 683 1171 1034 137
U2R 1378 1358 20 692 679 13
2 ERYREA 2
S g UELZS WA AL
FEARR EHAEAR Bl AR EWAEAR SRR
DoS 3749 2449 1300 751 490 261
Probe 2582 2289 293 517 458 59
R2L 2498 2257 241 501 452 49
U2R 1250 1225 25 262 246 16

256 3R Fil 3 35 7] B HL(Support Vector Machine, SVM){E
o R B, FEMIERE EoR Matlab7.0 SEL Y A SCH
. o, SVM M ¥CR A RBF ¥, B2H ¢ M
R CRAR IS BT T BR A
3.2 FAR BEARMELR S5 4H

LB 1 b, B SEL A R 3K 4.
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Wilik® MM BIETRF S
DoS 0.12 {2,3,4,5,6,12,13,25,26,29, 37, 38, 39, 40}
Probe 0.25 {4,5,6,27,28,34,40,41}
R2L 0.10 {3, 5,6, 10, 22,23, 24, 33, 35, 37, 40}
U2R 0.05 {1,3,10,13,14, 16,17, 29, 33}
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DoS protocol-type, service, dst-bytes, flag
Probe src-bytes, dst-bytes, flag, srv-count, dst-host-same-srv-count
R2L service, dst-bytes, dst-host-srv-count
U2R duration, service, dst-bytes, dst-host-count
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H 3 A LVAR N, 184 MR, RBETREMEE
R REAESR S B B B, R JRAE Probe Tidivh, HAHER
H i 41 AR E] 8 A, b T 80.49%. HIZE 4 WAL, 48 FAR
BB AR, 184 Pl KA, KBRFERMITAKIE b
J s P BARRHESRECH B 41 MDA 3 A5 A

AWK FAR F5 B R0k, 965040 3R R 47 s 2
iR | AR AL FAR J&PE2 1 J5 AR AR X SVM I 45,
ARSI 25 R 5+ 3K 6 Fim o

5 REFTEEAHEE SVM BWLR

Bl KB R GRS RS BIR(%)  BHRER(%)
DoS 41 4.546 1.594 99.89 0.01
Probe 41 1.735 0.625 96.24 035
R2L 41 1.687 0.568 52.17 0.00
U2R 41 0313 0.281 50.00 0.00

6 R FAR BRREAHEK SVM B4R

Bl kA RS IEREs RWINRs R (%) RIEER(%)
DoS 4 1.281 0250 100.00 0.00
Probe 5 0.786 0.175 100.00 0.03
R2L 3 0.652 0.172 91.96 3.29
U2R 4 0.031 0.016 91.67 0.00

Wi 5. £ OWUUEN, & FAR BHAWE, SVM 4
REBAE 4 2R AR w4 0 S5 ARSI B R) KR Rk 2L, e
FAE DoS ek e, SVM I Ak I i 1 4 5 b T
71.82%F 84.32%. [, SVM E:AE 4 R Tkl b pok
WA W BIRE, AR TRRE SRR, R REE R2L M1
U2R Bt kel o, SVM A 343 B3R J T 78.19%71 83.34%,
HiR R AR E 0~3.29% B K T o
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PB4y BIRFH EAR k. THARVE M FAR 830 %1
AR 2 HTIRMEAN, T MY N BRERE:, SRm*E 7
FiR. FESLEER b, PR 3 A X SVM A0 AE 1 0,
ZERNF 8 PR

#£7 3HEENREARER

EAR-SVM 0.656 0.203 99.12 0.01
DoS THAR-SVM 0.437 0.135 99.11 0.00
FAR-SVM 0.435 0.013 100.00 0.14
EAR-SVM 0.235 0.078 99.10 0.01
Probe IHAR-SVM 0.218 0.063 100.00 0.00
FAR-SVM 0.087 0.070 100.00 0.00
EAR-SVM 0.282 0.095 70.00 0.88
R2L THAR-SVM 0.156 0.084 96.00 7.28
FAR-SVM 0.108 0.009 96.00 0.77
EAR-SVM 0.094 0.016 85.71 4.86
U2R IHAR-SVM 0.024 0.015 85.44 4.98
FAR-SVM 0.007 0.010 90.88 4.90

M 7 W4, 5 EAR. IHAR $¥EN b, 16 4 fhaidik
FIdr, FAR B35 0 2) Wi i )95 20, 5 52 A€ DoS B il o
FAR B3 M2 Filf 2 0.071 s, % EAR B3:M THAR 81k
TR 801.03 s Fil 12.48 s, % 8 W LEH, ZA L FAR 44
XF W 48 N AR EE R, SYM BRI R AT R A
EAR H3:A IHAR B, $5 500 U2R Beadidll v, AEA SO
BF, SVM R Z GBI E T 6.03%F1 6.37%, TiiEHfER
W BTk FB, 243 FAR BT & NREFEERF)G,
SVM Il 5 B 1] Ao g0l f 1) 3 20-F 3% Fl EAR 03 H1 THAR %
B, JuHEAE Probe Wi, SVM LRI il 43 51 352
62.98%71 60.09%; A8 I I5f ] 43 B 9k > 91.03%711 88.89%.
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