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Security-enhanced Wireless Authentication
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[Abstract] In view of some defects existing in current 3G authentication and key agreement protocols, a Security-enhanced Evolved Packet
System-Authentication and Key Agreement(SE-EPS AKA) protocol is put forward based on Wireless Public Key Infrastructure(WPKI). The
enhanced scheme realizes bidirectional authentication between the entities, protects the air interfaces and wired links, and resolves the problem of the
user and access networks identity leakage. Meanwhile, the scheme can support digital signature to provide non-repudiation services. The formal
verification result shows that the proposed protocol can satisfy the security requirements.
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