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[ Abstract] This paper deeply analyzes the secure hidden danger of PCI extended ROM and presents a method to penetratively attack control the
computer, system by using this secure vulnerabilities, and proposes the measure for hidden danger detection and preventation. The method writes the
malicious codes into extended ROM, using the integrity protection fault of extended ROM codes. The malicious code in extended ROM can tamper
system startup module and attack the system kernel to get the system permission. Experimental results show that the attack can control the operating

system, detection and preventation measure can protect the system security.
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