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Nodes Risk Probability Algorithm in Attack Graph with Cycles
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[ Abstract] The calculation of risk probability in the attack graph lacks cycles nodes processing. In order to sovle this problem, this paper proposes
a nodes risk probability algorithm in attack graph with cycles. It gives examples of the attack graph with cycles, and introduces the risk probability
calculating method with cycles or no cycles. It gives the not retrospective hypothesis to make sure the cycle path, and breaks the cycles through

removing the export edge of the nodes in the cycles, and unreachable nodes. Experimental results show that this algorithm can obtain accurate

calculation results, and its time complexity is low.
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1. For each node ke CU E do

2. Indegree[K]=pre(k)# A BL/* W HEEA AT RN E/

3.0 if kKRB FM do

4. P[k]=p[k]=1,Mark[Kk]=true;/* §] I £ # 5 5 F B
1, Mark[KIFRi 45 st k B9 BRARBER R BI85, PIRFEM
Wi P(k), plk]FK7m HSHER p(k), #1580 HSHEIRY 1v

5. Insert(Q,k)s/* ¥ L 58 He I 15 s N BA*/

6. Else

7. Mark[k]=false;P[k]=p[k];Count[k]=0; /* Count[k]$#id
BN Rk WA LA

8. End // For eachnode ke CU E
9. For each node m=delete(Q) Do //H B\
10. For each node q € post(m) Do

1. Count[q]=Count[q]+1;

12. 1t 95E then 1/q imim

13. P[q]=P[q]*P[m];

14. If Count[q]=Indegree[q] then

15. Mark[q]=true;

16. Insert(Q,q);/*¥5 5 q ANBA*/
17. IfqeC then //q F M R

18. If Count[q]=Indegree[q] then
19. I 3L 2 93 P(q);

20. Mark[q]=true; Insert(Q,q);
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21. For each node g C U E do

22 cycles={}/* I i AL By I8 v B g 4R g 22 %/

23. If 0<Count[g]<Indegree[g] then
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25. End //For each node ge CUE

26. For each loop_path € cycles Do

27.  Foreach \ 05 fi g €loop path Do

28. Calculate_EntryNode In_Cycle(g,loop_path);

29.  End //For each A\ 05 f% g €loop path
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30.  Calculate None EntryNode In_Cycle(e, loop_path);

31. End// For each loop_path € cycles

32. While there exists mark[k]=false Do
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5. R B s W3l HME L 2 W P[] Mark[j]=true;

6. If 35 BEALEREE I O34 then
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9. B IRE 3L 2V Pj1Mark(j]=true;
10. IE9 5 j A AFER BRI 038 then
11. Insert(Q,j);

12.  }//End If 0<Count[s]<Indegree[s]
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16.  If 0<Count[n]<Indegree[n] then{
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19. Insert(Q,j);

20.  JElse{/*QRFERRAND W, BE pre()FIERE
B 4 R/

21. I d Sy pre() AR BRI Y A

22. If 0<Count[d]<Indegree[d] then{/*Fj3 d A AD
R

23. W R FE N R d 3l HRE N 2
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24. If 35 50 A AFEIR B B O34

25. Insert(Q,j);

26. }Else{

27. P[j]=0;Mark[j]=true;

28. If 35 50 j A AFEIR B Bl 34

29. Insert(Q,j);

30. } //End If 0<Count[d]<Indegree[d]

31.  }//End If 0<Count[n]<Indegree[n]
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2. If Mark[s]=false then{//s HIEN O 5 &

3. If Indegree[s]=1 then{//s By N JE R 1

4 P[s]=P[pre(s)]xp[s];Mark[s]=true;

5. If 45 55 s HAAEIRFE loop _path th i O3l then
6 Insert(Q,s);

7. }Else{

8. Calculate_EntryNode In_Cycle(s,loop_path);}

9. }//End If Mark[s]=false then//s g A 1135 55
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