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Reduction Method of Role-based Access Control Test Suite
Based on Improved Finite State Machine
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[ Abstract] A test suite generated using complete Finite State Machine(FSM) has excellent fault detection ability, but it is astronomically large. This
paper presents six heuristic method to reduce the size of the FSM model based on the general requirements from the access control system. These
methods not only avoid the state explosion, but also simplify the generation of conformance test suite size. This paper designs experiment based on
spanning tree of the FSM. Experimental result shows that using improved FSM to reduce the comformance test suite of Role-based Access
Control(RBAC) system is effective.
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