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[ Abstract] In view of the low efficiency of software performance in multi-pattern matching algorithm, a new hardware-based solution based on
Field Programmable Gate Array(FPGA) is proposed. By using Bloom Filter(BF) data window collapsing, the on-chip hardware resource
consumption is reduced and efficiency is improved. To reduce the possibility of false positive, the multilevel-verification is applied. A pipeline
parallel structure is used to improve the query efficiency, which makes the pattern matching work in the high performance with no false positive. The

method is applied in a high-speed network intrusion detection system. Experimental result shows that the throughout of system can reach the line speed of

10 Gb/s.
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