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NoC Multicore Architecture for WLAN Security Domain
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[Abstract] Security protocols and cryptography algorithms(ciphers) are widely used to protect the sensitive digital information in computer
systems and communication networks. How to process these computation-intensive protocols and algorithms has become a crucial issue. This paper
presents a Network on Chip(NoC) architecture for Wireless Local Area Network(WLAN) security domain. Four MIPS-like RISC processors and
twelve security-oriented ASIPs fabricate the proposed 4x4 mesh NoC architecture. In each ASIP, the Parallel Look-Up Table (PLUT) method is
implemented to accelerate Advanced Encryption Standard(AES) encryption. Moreover, task parallelism in Counter CBC-MAC Protocol(CCMP) is
exploited, thus high throughput is obtained. The proposed architecture is synthesized under SMIC 0.13 um CMOS technology and costs 3083
k-gates. Experimental results show that the system achieves a throughput of 787 Mb/s at 84 MHz.
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