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En-route Filtering Enhancement Scheme in Wireless Sensor Network
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[Abstract] In Wireless Sensor Network(WSN), nodes will inject large amount of false data into the network if they are captured. This paper
proposes an en-route filtering enhancement scheme to solve this problem. It employs encryption keys and authentication keys to prevent en-route
nodes from distorting data. When en-route nodes are destroyed and can not transfer or detect data, a safety enhanced scheme is applied, which uses
the encryption keys of backup nodes to validate the authenticity of transferred data and discard false ones. Parameter MAX FALSE is introduced to

eliminate the influence that incomplete false data make on the received data of base stations. Simulation results show that the scheme is more

effective and energy efficient compared with SEF, DEF and FIMA.
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